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General Information

Description

Major features

* Firewall and NAT - stateful packet filtering; Peer-to-Peer protocol filtering; source and
destination NAT; classification by source MAC, |IP addresses (networks or alist of networks)
and address types, port range, | P protocols, protocol options (ICMP type, TCP flags and MSS),
interfaces, internal packet and connection marks, ToS (DSCP) byte, content, matching
sequence/frequency, packet size, time and more...

* Routing - Static routing; Equal cost multi-path routing; Policy based routing (classification
doneinfirewal); RIPv1/v2, OSPF v2, BGP v4

» Data Rate Management - Hierarchical HTB QoS system with bursts; per P/ protocol / subnet
/ port / firewall mark; PCQ, RED, SFQ, FIFO queue; CIR, MIR, contention ratios, dynamic
client rate equalizing (PCQ), bursts, Peer-to-Peer protocol limitation

* HotSpot - HotSpot Gateway with RADIUS authentication and accounting; true Plug-and-Play
access for network users; data rate limitation; differentiated firewall; traffic quota; real-time
status information; walled-garden; customized HTML login pages; iPass support; SSL secure
authentication; advertisement support

« Point-to-Point tunneling protocols - PPTP, PPPoE and L2TP Access Concentrators and
clients; PAP, CHAP, MSCHAPv1 and MSCHA Pv2 authentication protocols;, RADIUS
authentication and accounting; MPPE encryption; compression for PPPOE; data rate limitation;
differentiated firewall; PPPOE dial on demand

* Simpletunnels - IPIP tunnels, EolP (Ethernet over IP)

* | Psec - 1P security AH and ESP protocols; MODP Diffie-Hellman groups 1,2,5; MD5 and
SHA1 hashing algorithms; DES, 3DES, AES-128, AES-192, AES-256 encryption algorithms;
Perfect Forwarding Secrecy (PFS) MODP groups 1,2,5

e Proxy - FTP and HTTP caching proxy server; HTTPS proxy; transparent DNS and HTTP
proxying; SOCKS protocol support; DNS static entries; support for caching on a separate drive;
access control lists; caching lists; parent proxy support

* DHCP - DHCP server per interface; DHCP relay; DHCP client; multiple DHCP networks;
static and dynamic DHCP leases; RADIUS support

* VRRP - VRRP protocol for high availability
* UPNnP - Universal Plug-and-Play support
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* NTP - Network Time Protocol server and client; synchronization with GPS system

» Monitoring/Accounting - IP traffic accounting, firewall actionslogging, statistics graphs
accessibleviaHTTP

* SNMP - read-only access

* M3P - MikroTik Packet Packer Protocol for Wireless links and Ethernet

* MNDP - MikroTik Neighbor Discovery Protocol; also supports Cisco Discovery Protocol
(CDP)

 Tools- ping; traceroute; bandwidth test; ping flood; telnet; SSH; packet sniffer; Dynamic DNS
update tool

TCP/IP protocol suite:

» Wireless - IEEE802.11a/b/g wireless client and access point (AP) modes; Nstreme and
Nstreme2 proprietary protocols, Wireless Distribution System (WDS) support; virtual AP; 40
and 104 bit WEP; WPA pre-shared key authentication; access control list; authentication with
RADIUS server; roaming (for wireless client); AP bridging

* Bridge - spanning tree protocol; multiple bridge interfaces; bridge firewalling, MAC NATting

* VLAN - IEEE802.1q Virtual LAN support on Ethernet and wireless links;, multiple VLANS,
VLAN bridging

e Synchronous- V.35, V.24, E1/T1, X.21, DS3 (T3) mediatypes,; sync-PPP, Cisco HDLC,
Frame Relay line protocols; ANSI-617d (ANDI or annex D) and Q933a (CCITT or annex A)
Frame Relay LMI types

» Asynchronous - serial PPP dial-in/ dial-out; PAP, CHAP, MSCHAPv1 and MSCHAPv2
authentication protocols; RADIUS authentication and accounting; onboard serial ports; modem
pool with up to 128 ports; dial on demand

* |SDN - ISDN dia-in/ dia-out; PAP, CHAP, MSCHAPv1 and MSCHAPv2 authentication
protocols; RADIUS authentication and accounting; 128K bundle support; Cisco HDLC, x75i,
X75ui, X75bui line protocols; dial on demand

» SDSL - Single-line DSL support; line termination and network termination modes
Layer 2 connectivity

IA32 Hardware requirements

* CPU and motherboard - advanced 4th generation (core frequency 100MHz or more), 5th
generation (Intel Pentium, Cyrix 6X86, AMD K5 or comparable) or newer uniprocessor
(multi-processor systems are not supported) Intel 1A-32 (1386) compatible architecture with PCI
local bus

* RAM - minimum 32 MiB, maximum 1 GiB; 64 MiB or more recommended

* Non-volatile storage medium - standard ATA/IDE interface controller and drive (SCSI and
USB controllers and drives are not supported; RAID controllers that require additional drivers
are not supported; SATA isonly supported in legacy access mode) with minimum of 64 Mb
space; Flash and Microdrive devices may be connected using an adapted with ATA interface

MIPS Hardware requirements

* Supported systems - RouterBOARD 500 series (532, 512 and 511)
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* RAM - minimum 32 MiB
* Non-volatile storage medium - onboard NAND device, minimum 64Mb

Hardware needed for installation time only

* Floppy-based installation - standard AT floppy controller and 3.5" disk drive connected as the
first floppy disk drive (A); AT, PS/2 or USB keyboard; VGA-compatible video controller card
and monitor

» CD-based installation - standard ATA/ATAPI interface controller and CD drive supporting
"El Torito" bootable CDs (you might need also to check if the router's BIOS supports booting
from this type of media; if El Torito is not supported by the BIOS, you can still boot up from
the CD using Smart Boot Manager Floppy); AT, PS/2 or USB keyboard; V GA-compatible
video controller card and monitor

* Floppy-based network installation - standard AT floppy controller and 3.5" disk drive
connected as the first floppy disk drive (A); PCI Ethernet network interface card supported by
MikroTik RouterOS (see the Device Driver List for the list)

 Full network-based installation - PCI Ethernet network interface card supported by MikroTik
RouterOS (see the Device Driver List for the list) with PXE or EtherBoot extension booting
ROM (you might need also to check if the router's BIOS supports booting from network)

Depending on installation method chosen the router must have the following hardware:

Configuration possibilities

RouterOS provides powerful command-line configuration interface. You can also manage the
router through WinBox - the easy-to-use remote configuration GUI for Windows -, which provides
al the benefits of the command-line interface, without the actual "command-line", which may scare
novice users. Web-based configuration is provided for some most popular functionality. Maor
features:

*  Clean and consistent user interface

*  Runtime configuration and monitoring
e Multiple connections

e User policies

* Action history, undo/redo actions

»  safe mode operation

»  Scripts can be scheduled for executing at certain times, periodically, or on events. All
command-line commands are supported in scripts

* Local teminal console- AT, PS/2 or USB keyboard and VV GA-compatible video controller card
with monitor

* Serial console - any (you may choose any one; the first, also known as COM1, is used by
default) RS232 asynchronous seria port, which is by default set to 9600bit/s, 8 data bits, 1 stop
bit, no parity, hardware (RTS/CTS) flow control

* Telnet - telnet server is running on 23 TCP port by default
* SSH - SSH (secure shell) server isrunning on 22 TCP port by default (available only if security
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package isinstalled)

* MAC Telnet - MikroTik MAC Telnet potocol server is by default enabled on all Ethernet-like
interfaces

* Winbox - Winbox is a RouterOS remote administration GUI for Windows, that uses 8291 TCP
port. It may aso connect routers by their MAC addresses

Router may be managed through the following interfaces (note that until avalid IP configuration is
enteres, telnet and SSH connections are not possible):
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Description
CDMA/EV-DO Cards

Specifications
Description

General Information

Summary
The document lists the drivers, included in MikroTik RouterOS and the devices that are tested to

work with MikroTik RouterOS. If a device is not listed here, it does not mean the device is not
supported, it still may work. It just means that the device was not tested.

Ethernet
Packages required: system

Description

3Com 509 Series

Chipset type: 3Com 509 Series|SA 10Base
Compatibility:
»  3Com EtherLink I11

3Com FastEtherLink

Chipset type: 3Com 3¢590/3c900 (3Com FastEtherLink and FastEtherLink XL) PCI 10/100Base

Compatibility:
e 3c590 Vortex 10BaseT
e 3ch92 chip

e 3c595 Vortex 100BaseT X

e 3c595 Vortex 100BaseT4

e 3c595 Vortex 100Base-Ml|

e 3ch97 chip

 3Com Vortex

e 3c900 Boomerang 10BaseT

e 3c900 Boomerang 10Mbit/s Combo
e 3c900 Cyclone 10Mbit/s Combo

e 3c900B-FL Cyclone 10Base-FL
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e 3c905 Boomerang 100BaseT X
e  3c905 Boomerang 100BaseT4
e 3c905B Cyclone 100BaseTX

e  3c905B Cyclone 10/100/BNC
e 3c905B-FX Cyclone 100BaseFX
*  3c905C Tornado

e 3c980 Cyclone

e 3cSOHO100-TX Hurricane

e 3CSOHO100B-TX

e 3c555 Laptop Hurricane

*  3c575 Boomerang CardBus

*  3CCFE575 Cyclone CardBus
*  3CCFE656 Cyclone CardBus
e 3c575 series CardBus

»  3Com Boomerang

ADMtek Pegasus

Chipset type: ADMtek Pegasus/Pegasus |1 USB 10/100BaseT
Compatibility:

e Planet 10/100Base-TX USB Ethernet Adapter UE-9500

*  LinksysInstant EtherFast 10/100 USB Network Adapter USB100TX

AMD PCnet

Chipset type: AMD PCnet/PCnet 11 ISA/PCI 10BaseT
Compatibility:

* AMD PCnet-ISA

e AMD PCnet-ISA Il

e AMD PCnet-PCI 11

*  AMD 79C960 based cards

AMD PCnet32

Chipset type: AMD PCnet32 PCI 10BaseT and 10/100BaseT
Compatibility:
*  AMD PCnet-PCI
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* AMD PCnet-32
*  AMD PCnet-Fast

Broadcom Tigon3

Chipset type: Broadcom Tigon3 PCI 10/100/1000BaseT
Compatibility:

e Broadcom Tigon3 570x

*  Broadcom Tigon3 5782

e Broadcom Tigon3 5788

e Broadcom Tigon3 5901

e Broadcom Tigon3 5901-2

e SysKonnect SK-9Dxx Gigabit Ethernet
o SysKonnect SK-9Mxx Gigabit Ethernet
*  AltimaAC100x

e AltimaAC9100

Davicom DM9102

Chipset type: Davicom DM 9102 PCI 10/100Base
Compatibility:

 Davicom DM9102

Davicom DM9102A

 Davicom DM9102A+DM9801

Davicom DM9102A+DM9802

DEC 21x4x 'Tulip'

Chipset type: DEC 21x4x "Tulip" PCI 10/100Base
Compatibility:

* Digital DC21040 Tulip

* Digital DC21041 Tulip

«  Digital DS21140 Tulip

*  21140A chip

» 21142 chip

«  Digital DS21143 Tulip
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e D-Link DFE570TX 4-port
* LiteOn 82c168 PNIC

e« Macronix 98713 PMAC

e Macronix 98715 PMAC

e Macronix 98725 PMAC

« ASIX AX88140

e Lite-On LC82C115 PNIC-I|
* ADMtek AN981 Comet

*  Compex RL100-TX

e Intel 21145 Tulip

*  IMC QuikNic FX

*  Conexant LANfinity

Intel EtherExpressPro

Chipset type: Intel 182557 "Speedo3" (Intel EtherExpressPro) PCl 10/100Base
Compatibility:
* Intel i82557/i82558/182559ER/i82801BA-7 EtherExpressPro PCI cards

Intel PRO/1000

Chipset type: Intel i8254x (Intel PRO/1000) PCI 10/100/1000Base

Compatibility:

* Intel PRO/1000 Gigabit Server Adapter (182542, Board IDs: 700262-xxx, 717037-XXX)

* Intel PRO/1000 F Server Adapter (182543, Board IDs. 738640-xxX, A38888-xxx)

* Intel PRO/1000 T Server Adapter (182543, Board IDs: A19845-xxX, A33948-xxX)

* Intel PRO/1000 XT Server Adapter (182544, Board IDs: A51580-xxx)

* Intel PRO/1000 XF Server Adapter (182544, Board IDs. A50484-xxX)

* Intel PRO/1000 T Desktop Adapter (182544, Board IDs: A62947-XxX)

* Intel PRO/1000 MT Desktop Adapter (182540, Board IDs: A78408-xxx, C91016-xxXx)

* Intel PRO/1000 MT Server Adapter (182545, Board IDs: A92165-xxx, C31527-XxX)

* Intel PRO/1000 MT Dual Port Server Adapter (182546, Board IDs. A92111-xxx, C29887-xxXx)
e Intel PRO/1000 MT Quad Port Server Adapter (182546, Board IDs:. C32199-xxx)

* Intel PRO/1000 MF Server Adapter (182545, Board IDs: A91622-xxX, C33915-XxX)

* Intel PRO/1000 MF Server Adapter (LX) (182545, Board IDs: A91624-xxx, C33916-XxX)

e Intel PRO/1000 MF Dual Port Server Adapter (182546, Board IDs: A91620-xxx, C30848-xxx)
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* Intel PRO/1000 GT Desktop Adapter (i182541PI)

Marvell Yukon

Chipset type: Marvell Y ukon 88E80xx PCI 10/100/1000Base
Compatibility:

e 3Com 3C940 Gigabit LOM Ethernet Adapter

e 3Com 3C941 Gigabit LOM Ethernet Adapter

e Allied Telesyn AT-2970L X Gigabit Ethernet Adapter

* Allied Telesyn AT-2970L X/2SC Gigabit Ethernet Adapter
* Allied Telesyn AT-2970SX Gigabit Ethernet Adapter

» Allied Telesyn AT-2970SX/2SC Gigabit Ethernet Adapter
* Allied Telesyn AT-2970TX Gigabit Ethernet Adapter

e Allied Telesyn AT-2970TX/2TX Gigabit Ethernet Adapter
* Allied Telesyn AT-2971SX Gigabit Ethernet Adapter

» Allied Telesyn AT-2971T Gigabit Ethernet Adapter

*  DGE-530T Gigabit Ethernet Adapter

 EG1032 v2 Instant Gigabit Network Adapter
 EG1064 v2 Instant Gigabit Network Adapter

*  Marvell 88E8001 Gigabit LOM Ethernet Adapter

Marvell RDK-80xx Adapter

*  Marvel Yukon Gigabit Ethernet 10/100/1000Base-T Adapter
*  N-Way PCI-Bus Giga-Card 1000/100/10Mbps(L )

e SK-9521 10/100/1000Base-T Adapter

*  SK-98xx Gigabit Ethernet Server Adapter

e SMC EZ Card 1000

*  Marvel Yukon 88E8010 based

*  Marvel Yukon 88E8003 based

*  Marvel Yukon 88E8001 based

National Semiconductor DP83810

Chipset type: National Semiconductor DP83810 PCI 10/100BaseT
Compatibility:

*  RouterBoard 200 built-in Ethernet

*  RouterBoard 24 4-port Ethernet
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. NS DP8381x-based cards

National Semiconductor DP83820

Chipset type: National Semiconductor DP83820 PCI 10/100/1000BaseT
Compatibility:

e Planet ENW-9601T

* NS DP8382x-based cards

NE2000 ISA

Chipset type: NE2000 ISA 10Base
Compatibility:

. various |SA cards

NE2000 PCI

Chipset type: NE2000 PCI 10Base
Compatibility:

* RealTek RTL-8029

*  Winbond 89C940 and 89C940F
e Compex RL2000

. KTI ET32P2

e  NetVin NV5000SC

* Via86C926

*  SureCom NE34

*  Holtek HT80232

*  Holtek HT80229

e IMC EtherNic/PCI FO

NS8390

Chipset type: NS8390-compatible PCM CIA/CardBus 10Base
Compatibility:
e D-Link DE-660 Ethernet

*  NE-2000 Compatible PCMCIA Ethernet
*  NSB8390-based PCMCIA cards
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RealTek RTL8129

Chipset type: Real Tek RTL8129 PCI 10/100Base
Compatibility:

* RealTek RTL8129 Fast Ethernet

* RealTek RTL8139 Fast Ethernet
 RTL8139A/B/C/D chip

e RTL8130chip

 RTL8100B chip

e SMCI1211TX EZCard 10/100 (Real Tek RTL8139)
e Accton MPX5030 (Real Tek RTL8139)

e D-Link DFE 538TX

RealTek RTL8169

Chipset type: Real Tek RTL8169 PCl 10/100/1000Base
Compatibility:

* RealTek RTL8169 Gigabit Ethernet

*  RouterBOARD 44G

Sundance ST201 'Alta’

Chipset type: Sundance ST201 "Alta" PCI 10/100Base

Compatibility:

*  D-Link DFE-550TX Fast Ethernet Adapter

e D-Link DFE-550FX 100Mbps Fiber-optics Adapter

*  D-Link DFE-580TX 4-port Server Adapter (not recommended: may lock up the system)
e D-Link DFE-530TXS Fast Ethernet Adapter

e D-Link DL10050-based FAST Ethernet Adapter

*  Sundance ST201 "Alta" chip

*  Kendin KS8723 chip

Tl ThunderLAN

Chipset type: TI ThunderLAN PCI 10/100Base
Compatibility:
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e Compaq Netelligent 10 T

*  Compaq Netelligent 10 T/2

*  Compaq Netelligent 10/100 TX
e Compaq NetFlex-3/P

*  Olicom OC-2183

e Olicom OC-2185

e Olicom OC-2325

e Olicom OC-2326

VIA vt612x 'Velocity'

Chipset type: VIA vt612x "Velocity" PCI 10/100/1000Base
Compatibility:
« VIAVT6120

«  VIAVT6121
*  VIAVT6122

VIA vt86¢c100 'Rhine'

Chipset type: VIA vt86¢100 "Rhine" PCI 10/100Base
Compatibility:

*  VIA Rhine (vt3043)

*  VIA Rhinell (vt3065 AKA vt86¢100)

e VIA VT86C100A Rhine

*  VIAVT6102 Rhine-11

*  VIA VT6105 Rhine-1ll

« VIAVT6105M Rhine-1ll

*  RouterBOARD 44 4-port Fast Ethernet card

. D-Link DFE 530TX

Winbond w89c840

Chipset type: Winbond w89¢840 PCI 10/100Base
Compatibility:

e Winbond W89c840

Compex RL100-ATX
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Notes

For ISA cards load the driver by specifying the I/0O base address. IRQ is not required.

Wireless

Packages required: wireless

Description

Atheros

Chipset type: Atheros AR5001X PCIl/CardBUS 11/54Mbit/s IEEE802.11a/b/g (with wireless AP
function)

Compatibility:

Intel 5000 series

Dlink DWL-A520

Dlink DWL-G650

Ubiquity SR5, SR2, SR9 series

Atheros AR5000 chipset series based IEEE802.11a (AR5210 MAC plus AR5110 PHY chips)
cards

Atheros AR5001A chipset series based |IEEE802.11a (AR5211 MAC plus AR5111 PHY
chips) cards

Atheros AR5001X chipset series based |IEEE802.11a (AR5211 MAC plus AR5111 PHY
chips), IEEE802.11b/g (AR5211 MAC plus AR2111 PHY chips), IEEE802.11a/b/g (AR5211
MAC plusAR5111 and 2111 PHY chips) cards

Atheros AR5001X+ chipset series based IEEE802.11a (AR5212 MAC plus AR5111 PHY
chips), IEEE802.11b/g (AR5212 MAC plus AR2111 PHY chips), IEEE802.11a/b/g (AR5212
MAC plusAR5111 and 2111 PHY chips) cards

Atheros AR5002X + chipset series based |IEEE802.11b/g (AR5212 MAC plus AR2112 PHY
chips), IEEE802.11a/b/g (AR5212 MAC plus AR5112 PHY chips) cards

Atheros AR5004X+ chipset series based IEEE802.11b/g (AR5213 MAC plus AR2112 PHY
chips), IEEE802.11a/b/g (AR5213 MAC plus AR5112 PHY chips) cards

Atheros AR5006X chipset series based |IEEE802.11a/b/g (AR5413/AR5414 single-chip
devices) cards

Senao NMP-8602 Series cards

Cisco/Aironet

Chipset type: Cisco/Aironet ISA/PCI/PCMCIA 11Mbit/s IEEE802.11b (wireless station only)
Compatibility:
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* Aironet ISA/PCI/PC4800 2.4GHz DS 11Mbit/s Wireless LAN Adapters (100mW)

* Aironet ISA/PCI/PC4500 2.4GHz DS 2Mbit/s Wireless LAN Adapters (100mWw)

«  CISCO AIR-PCI340 2.4GHz DS 11Mbit/s Wireless LAN Adapters (30mW)

* CISCO AIR-PCI/PC350/352 2.4GHz DS 11Mbit/s Wireless LAN Adapters (100mW)

Intersil Prism Il

Chipset type: Intersil Prism I PCI/CardBUS 11Mbit/s IEEE802.11b (with wireless AP feature)
Compatibility:

* Intersil PRISM2 Reference Design 11Mbit/s IEEE802.11b WLAN Card
» GemTek WL-211 WirelessLAN PC Card

e Compaq iPag HNW-100 11Mbit/s 802.11b WLAN Card

e Samsung SWL2000-N 11Mbit/s 802.11b WLAN Card

e Z-Com XI1300 11Mbit/s 802.11b WLAN Card

e ZoomAir 4100 11Mbit/s 802.11b WLAN Card

e  LinksysWPC11 11Mbit/s 802.11b WLAN Card

e Addtron AWP-100 11Mbit/s 802.11b WLAN Card

e D-Link DWL-650 11Mbit/s 802.11b WLAN Card

« SMC 2632W 11Mbit/s 802.11b WLAN Card

*  BroMax Freeport 11Mbit/s 802.11b WLAN Card

* Intersil PRISM2 Reference Design 11Mbit/s WLAN Card
 Bromax OEM 11Mbit/s 802.11b WLAN Card (Prism 2.5)

» coregaK.K. WirelessLAN PCC-11

» coregaK.K. WirelessLAN PCCA-11

* CONTEC FLEXSCAN/FX-DDS110-PCC

PLANEX GeoWave/GW-NS110

*  Ambicom WL1100 11Mbit/s 802.11b WLAN Card

* LeArtery SYNCBYAIR 11Mbit/s 802.11b WLAN Card

*  Intermec MobileLAN 11Mbit/s 802.11b WLAN Card

*  NETGEAR MA401 11Mbit/s 802.11 WLAN Card

* Intersil PRISM Freedom 11Mbit/s 802.11 WLAN Card

« OTCWireless AirEZY 2411-PCC 11Mbit/s 802.11 WLAN Card
e Z-Com XI-325HP PCMCIA 200mW Card

» Z-Com X1-626 Wireless PCI Card

Notes
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If planned to use WEP with Prism cards see link for more information: Wireless Security

Prism cards set in client mode will not connect to Access Points (AP) that work with enabled
hide-ssid feature

WaveLAN/ORINOCO

Chipset type: Lucent/Agere/Proxim WaveLAN/ORINOCO ISA/PCMCIA 11Mbit/s IEEE802.11b
(wireless station only)

Compatibility:
e  WavelL AN Bronze/Gold/Silver ISA/PCMCIA

Aironet Arlan

Packages required: arlan

Description

Thisisdriver for legacy Aironet Arlan cards, not for newer Cisco/Aironet cards.
Chipset type: Aironet Arlan 1C2200 ISA 2Mbit/s 2.4GHz

Compatibility:

*  Aironet Arlan 655

RadioLAN

Packages required: radiolan

Description

Thisisdriver for legacy RadioLAN cards.

Chipset type: RadioLAN ISA/PCMCIA 10Mbit/s 5.8GHz
Compatibility:

«  RadioLAN ISA card (Model 101)
«  RadioLAN PCMCIA card

Synchronous Serial
Packages required: synchronous

Description

«  FarSync PCl V.35/X.21 (8.448 Mbit/s)
«  LMC/SBEI wanPCI-1T1E1 PCl TI/E1 (also known as DS1 or LMC1200P, 1.544 Mbit/s or
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2.048 Mbit/s)
LMC/SBEI wanPCI-1T3 PCI T3 (also known as DS3, 44.736Mbit/s)

Sangoma S5141 (dual-port) and S5142 (quad-port) PCI RS232/V.35/X.21 (4Mbit/s - primary
port and 512K bit/s - secondary ones)

Asynchronous Serial

Packages required: system

Description

Standard Communication Ports Com1 and Com?2

Moxa Smartio C104H/PCI, CP-114, CT-114, CP-132, C168H, CP-168H, and CP-168U PCI
2/4/8 port up to 4 cards (up to 32 ports)

Cyclades Cyclom-Y and Cyclades-Z Series PCI cards up to 64 ports per card, up to 4 cards (up
to 256 ports)

TCL DataBooster 4 or 8 PCI 4/8 port cards

Sangoma S514/56 PCI 56 or 64Kbit/s DDS DSU with secondary 128Kbit/s RS232 port (Note:
this card is not for modem pools or serial terminals)

ISDN
Packages required: isdn

Description

PCI ISDN cards:

Eicon.Diehl Diva PCI

Sedlbauer Speed Card PCI

EL SA Quickstep 1000PCI

Traverse Technologie NETjet PCI SO card
Teles PCI

Dr. Neuhaus Niccy PCI

AVM Fritz PCI

Gazel PCI ISDN cards

HFC-2BS0 based PCI cards (Telelnt SA1)
Winbond W6692 based PCI cards

VolP
Packages required: telephony
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Description

H.323 Protocol Vol P Analog Gateways

*  QuickNet LineJack I1SA

e  QuickNet PhoneJack |SA

*  Voicetronix V4PCI - 4 analog telephone lines cards
o Zaptel X.100P IP telephony card (1 analog line)
xDSL

Packages required: synchronous

Description

Xpeed 300 SDSL cards (up to 6.7km twisted pair wire connection, max 2.3Mbit/s)

HomePNA
Packages required: system
Description

Linksys HomeL ink PhoneLine Network Card (up to 10Mbit/s home network over telephone line)

LCD
Packages required: Icd
Description

o Crystafontz Intelligent Serial LCD Module 632 (16x2 characters) and 634 (20x4 characters)

*  Powertip Character LCD Module PC1602 (16x2 characters), PC1604 (16x4 characters),
PC2002 (20x2 characters), PC2004 (20x4 characters), PC2402 (24x2 characters) and PC2404
(24x4 characters)

PCMCIA Adapters

Packages required: system

Description

*  Vadem VG-469 PCMCIA-ISA adapter (one or two PCMCIA ports)

* RICOH PCMCIA-PCI Bridge with R5C475 Il or RC476 11 chip (one or two PCMCIA ports)

»  CISCO/Aironet PCMCIA adapter (ISA and PCI versions) for CISCO/Aironet PCMCIA cards
only
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GPRS Cards
Packages required: wireless

Description

NWH 1600 GPRS Modem (Beng M 32 chip)

CDMA/EV-DO Cards
Packages required: system

Description

Audiovox PC5220 CDMA Dual Band 1XEV-DO PC Card for VerizonWireless
Verizon Express Network PC5220 (AirPrime 5220)

Kyocera KPC650 (Verizon Wireless)

Novatel Wireless CDMA card

Novatel U730 (Wireless HSDPA Modem)

Huawel Mobile Connect Model E620 (3G)

Novatel Merlin S720 (HSDPA)

Option G3 PCMCIA card (Vodafone UMTS)

Sierra Aircard 595 and other Sierra Wireless cards
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License Management
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General Information

Summary

MikroTik RouterOS software has a licensing system with Software License (Software Key) issued
for each individual installation of the RouterOS.

Specifications

Packages required: system
Licenserequired: levell

Home menu level: /system license
Hardware usage: Not significant

Description

The Software License can be obtained through the Account Server at www.mikr otik.com after the
MikroTik RouterOS has been installed. The Software ID of the installation is required when
obtaining the Software License. Please read the MikroTik RouterOS Basic Setup Guide for detailed
explanation of the installation and licensing process.

RouterOS allows you to use al its features without registration for about 24 hours from the first
run. Note that if you shut the router down, the countdown is paused, and it is resumed only when
the router is started again. During this period you must get a key, otherwise you will need to
reinstall the system. A purchased license key allows you to use RouterOS features according to the
chosen license level for unlimited time, and gives you rights to freely upgrade and downgrade its
versions for the term of one or three years since the key was purchased depending on license level.
A free registred license key (referred as a DEMO key further on) allows you to use a restricted set
of functions for unlimited period of time, but does not allow upgrading and downgrading versions.

There are 6 licensing levels, each providing some additional features. Level O means that there is no
key and all the features are enabled for one day. Level 2 isatransitional license level from versions

Page 20 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



prior 2.8, that allows to use all the features were allowed by your original license key for a previus

version.
3 (WISP 6 (Controller
Level number | 1(DEMO) CPE) 4(WISP) | 5(WISP3Y) 3v)
Upgradetime - 1 year 1 year 3years 3years
Initial Config
Support - - 15 days 30 days 30 days
Wireless
Client and - yes yes yes yes
Bridge
WirelessAP - - yes yes yes
Synchronous i i
interfaces yes Yes Yes
Eol P tunnds 1 unlimited unlimited unlimited unlimited
PPPoE L
tunnels 1 200 200 500 unlimited
PPTP tunnels 200 200 unlimited unlimited
L2TP tunnels 200 200 unlimited unlimited
VLAN . . . .
inter faces 1 unlimited unlimited unlimited unlimited
Pzprﬂlr;"’a” 1 unlimited | unlimited | unlimited | unlimited
NAT rules 1 unlimited unlimited unlimited unlimited
HotSpot A
active users 1 1 200 500 unlimited
RADIUS
client ) Yes yes Yes Yes
Queues 1 30 unlimited unlimited unlimited
Web proxy - yes yes yes yes
RIP, OSPF,
BGP - yes yes yes yes
protocols

Note that Wireless Client and Bridge means that wireless cards can be used in station and bridge
modes. Bridge mode allows one wireless station to connect it.

There is a possibility to upgrade your key (i.e. to extend licensing term) from the console or
WinBox.

Note that the license is kept on hard drive. Y ou can move the hard drive to another system, but you
can not move license on another hard drive. License transfer to another drive is a paid service
(unless your hard drive has crashed). Please contact support@mikrotik.com to arrange this. Also
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note that you must not use MS-DOS format or fdisk utilities or you may loose the license.

Important: the abovementioned limits depict the limits enforced by the license. The actual number
of concurrent tunnels, rules, queues, users, etc. will vary depending the combination of features
used and the load they place on the MikroTik RouterOS.

License Management
Home menu level: /system license

Description

There are three methods of entering a key to the system console:

* import afile that should be sent to you after you will require akey (you should upload thisfile
to the router's FTP server)

» simply copy the received key as a text and paste (or type) in to the router's console (no matter
in which submenu)

These methods also apply to WinBox, with the difference that key importing and exporting is
happening through the Windows host PC itself. The options available:

» Paste Key - get anew license from the Windows Clipboard

* Import Key - get anew license from afile stored locally on the Windows PC

* Export Key - save the existing license as afile on the Windows PC

» Upgrade/Get New K ey - the same as new-upgrade-key command in system console
» Update K ey - the same as update-key command in system console

Property Description

key ( read-only: text ) - software license key that unlocks the installation
level (read-only: integer : 0..6) - license level of the installation
software-id ( read-only: text ) - ID number of the installation

upgradable-until ( read-only: text ) - the date until which the software version can be upgraded or
downgraded

Command Description

import - import akey file ( name) - file name to use as a key

new-upgrade-key - request anew key ( IP address) - key server's IP address ( text ) - username to
log into the key server (text ) - password to log into the key server ((integer : 2 ..6) - license level
to request ( credit-card | credit-keys | credit-money | debit-keys | debit-money ) - Payment method to
use ( text ; default: " " ) - script to execute while the command is running ( time ; default: 1s) - how
frequently to execute the given script - if specified, executes the sctipt once, and then terminates the
command - command's execution status

» Resolving www.mikrotik.com - resolving DNS name

* Failed to resolve www.mikrotik.com, check your dns settings - check whether DNS client is
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set up on the router, and that it is allowed to resolve a DNS name on the DNS server set
* Failed to connect, probably no | P address - self-explanatory

* Failed to connect, isyour router public? - check whether the router has a default route and is
able to reack the key server

» Connecion failed - connection has timed out
» Bad response from server - try again

* ERROR: You don't have appropriate debit key! - no existing debit keys on your account
matches the requested one

« ERROR: You don't have enought debit money! - self-explanatory
* ERROR: Credit key limit exceeded! - self-explanatory
* ERROR: Your credit limit is exceeded! - self-explanatory

« ERROR: This payment method is not more allowed! Go to www.mikrotik.com, log on and
purchase key there or use other payment methods. - you can not use the selected payment
method from the router anymore due to system changes (for credit cards now)

* ERROR: You must enable this feature in account server (change user information
section)! - you should enable Allow to use my account in netinstall feature on the accout server
(in change user information section

* ERROR: Incorrect username or password! - self-explanatory

« ERROR: You are not allowed to use this service! - please contact sales@mikrotik.com for
further assistance

» Key upgraded successfully - the upgrade procedure has been completed successfully

output - exports the current key to akey file

update-key - request a free update of your existing key to the version's 2.9 one (this can be done
during your existing key upgrade term) ( IP address) - key server's | P address ( text ) - usernameto
log into the key server (text ) - password to log into the key server ( text ; default: "" ) - script to
execute while the command is running ( time ; default: 1s) - how frequently to execute the given
script - if specified, executes the sctipt once, and then terminates the command - command's
execution status

* Resolving www.mikrotik.com - resolving DNS name

* Failed to resolve www.mikrotik.com, check your dns settings - check whether DNS client is
set up on the router, and that it is allowed to resolve a DNS name on the DNS server set

* Failed to connect, probably no I P address - self-explanatory

* Failed to connect, isyour router public? - check whether the router has a default route and is
able to reack the key server

» Connecion failed - connection has timed out
» Bad response from server - try again

* ERROR: You must enable this feature in account server (change user information
section)! - you should enable Allow to use my account in netinstall feature on the accout server
(in change user information section

* ERROR: Incorrect username or password! - self-explanatory

* ERROR: Someone has already converted this key! - the requested software ID has aready
been converted to 2.9 version

* ERROR: Key for specified software ID is expired. You can purchase new key at

Page 23 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



www.mikrotik.com website! - you may not update an expired key to the version 2.9, you must
purchase a new one

* ERROR: You are not allowed to use this service! - please contact sales@mikrotik.com for
further assistance

» Key upgraded successfully - the upgrade procedure has been completed successfully
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Basic Setup Guide

Document revision 1.1 (Wed Sep 14 18:08:33 GMT 2005)
This document appliesto MikroTik RouterOS V2.9
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General Information

Summary

MikroTik RouterOS™ is independent Linux-based Operating System for IA-32 routers and
thinrouters. It does not require any additional components and has no software prerequirements. It
is designed with easy-to-use yet powerful interface allowing network administrators to deploy
network structures and functions, that would require long education elsewhere ssmply by following
the Reference Manual (and even without it).
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Related Documents

Softwar e Package Management

Device Driver List

License Management

Ping
Bandwidth Control

WinBox

| nstalling Router OS with Netl nstall
| nstalling Router OS with CD-Install
| nstalling Router OS with Floppies

Description

MikroTik RouterOS™ turns a standard PC computer into a powerful network router. Just add
standard network PC interfaces to expand the router capabilities. Remote control with easy
real-time Windows application (WinBox)

Advanced Quality of Service control with burst support
Stateful firewall with P2P protocol filtering, tunnels and 1Psec
STP bridging with filtering capabilities

WDS and Virtual AP features

HotSpot for Plug-and-Play access

RIP, OSPF, BGP routing protocols

Gigabit Ethernet ready

V.35, X.21, T1/E1 synchronous support

async PPP with RADUISAAA

|P Telephony

remote winbox GUI admin

telnet/ssh/serial console admin

real-time configuration and monitoring

and much more (please see the Specifications Sheet)

The Guide describes the basic steps of installing and configuring a dedicated PC router running
MikroTik RouterOS™.

Setting up MikroTik RouterOS™
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Description

Downloading and Installing the MikroTik RouterOS™

The download and installation process of the MikroTik RouterOS™ is described in the following
diagram:

www. mikrotik.com

MikroTik
Support/Downloads
Internet
1.
Dowmload the Fouter Console
ln:rtﬂ::f_ﬂlﬂﬂ iMonitor & Keyboard
chive far installing and initial setup)

v 10 JI

Wirkstation

S
2. 3.
Create the Use the Installation Media

Installation Media :
10 Boot Upthe 1.2 Dedicated PC Router

(CD or Floppies) nd in=tall the MikroTik . ; :
a m:lzte:ns ;Dﬂ;u;rue' with MikroTik RouterQs

1. Download the basic installation archievefile.
Depending on the desired media to be used for installing the MikroTik RouterOS™ please
chose one of the following archive types for downloading:

* 1SO image - of theinstallation CD, if you have a CD writer for creating CDs. The ISO image is
in the MTcdimage_v2-9-x_dd-mmm-yyyy (build_z).zip archive file containing a bootable CD
image. The CD will be used for booting up the dedicated PC and installing the MikroTik
RouterOS™ on its hard-drive or flash-drive.

* Netinstall - if you want to install RouterOS over aLAN with one floppy boot disk, or
aternatively using PXE or EtherBoot option supported by some network interface cards, that
allowstruly networked installation. Netinstall program works on Windows 95/98/NT4/2K/XP.

* MikroTik Disk Maker - if you want to create 3.5" installation floppies. The Disk Maker isa
self-extracting archive DiskMaker_v2-9-x_dd-mmm-yyyy (build_z).exe file, which should be
run on your Windows 95/98/NT4/2K/X P workstation to create the installation floppies. The
installation floppies will be used for booting up the dedicated PC and installing the MikroTik
RouterOS™ on its hard-drive or flash-drive.
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2. Createtheinstalation media.
Use the appropriate installation archive to create the Installation CD or floppies.

*  For the CD, write the ISO image onto a blank CD.

*  For the floppies, run the Disk Maker on your Windows workstation to create the
installation floppies. Follow the instructions and insert the floppies in your FDD as
requested, label them as Disk 1,2,3, etc.

3. Install the MikroTik RouterOS™ software.
Y our dedicated PC router hardware should have:
* CPU and motherboard - advanced 4th generation (core frequency 100MHz or more), 5th
generation (Intel Pentium, Cyrix 6X86, AMD K5 or comparable) or newer uniprocessor Intel
IA-32 (1386) compatible (multiple processors are not supported)

* RAM - minimum 64 MiB, maximum 1 GiB; 64 MiB or more recommended

» Hard Drive/Flash - standard ATA interface controller and drive (SCSI and USB controllers
and drives are not supported; RAID controllers that require additional drivers are not supported)
with minimum of 64 Mb space

Hardware needed for installation time only
Depending on installation method chosen the router must have the following hardware:

* Floppy-based installation - standard AT floppy controller and 3.5" disk drive connected as the
first floppy disk drive (A); AT, PS/2 or USB keyboard; V GA-compatible video controller card
and monitor

* CD-based installation - standard ATA/ATAPI interface controller and CD drive supporting
"El Torito" bootable CDs (you might need also to check if the router's BIOS supports booting
from this type of media; if El Torito is not supported by the BIOS, you can still boot up from
the CD using Smart Boot Manager Floppy); AT, PS/2 or USB keyboard; VGA-compatible
video controller card and monitor

* Floppy-based network installation - standard AT floppy controller and 3.5" disk drive
connected as the first floppy disk drive (A); PCI Ethernet network interface card supported by
MikroTik RouterOS (see the Device Driver List for the list)

* Full network-based installation - PCI Ethernet network interface card supported by MikroTik
RouterOS (see the Device Driver List for the list) with PXE or EtherBoot extension booting
ROM (you might need also to check if the router's BIOS supports booting from network)

Note that if you use Netinstall, you can license the software during the installation procedure
(the next point of this section describes how to do it).

Boot up your dedicated PC router from the Installation Media you created and follow the
instructions on the console screen while the HDD is reformatted and MikroTik RouterOS
installed on it. After successful installation please remove the installation media from your CD
or floppy disk drive and hit 'Enter’ to reboot the router.

4. Licensethe software.

When booted, the software allows you to use al its features for 24 hours (note that you can
pause the countdown by shutting down the router). If the license key will not be entered during
this period of time, the router will become unusable, and will need a complete reinstallation.

RouterOS licensing scheme is based on software IDs. To license the software, you must know
the software ID. It is shown during installation procedures, and also you can get it from system
console or Winbox. To get the software ID from system console, type: /system license print
(note that you must first log in the router; by default there is user admin with no password
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(just press [Enter] key when prompted for password)). See sections below on basic
configuration of your router

Once you have the ID, you can obtain alicense:

*  You should have an account on our account server. If you do not have an account at
www.mikrotik.com, just press the 'New' button on the upper right-hand corner of the
MikroTik's web page to create your account

*  Choose the appropriate licence level that meets your needs. Please see the License
Manual or the Software price list . Note that there is a free license with restricted
features (no time limitation)

*  Thereare different methods how to get alicense from the account server:

1. Enter the software ID in the account server, and get the license key by e-mail. You
can upload the file received on the router's FTP server, or drag-and-drop it into
opened Winbox window

2. You can open the file with a text editor, and copy the contents. Then paste the text
into system console (in any menu - you just should be logged in), or into
System->License window of Winbox

3. If the router has Internet connection, you can obtain the license directly from
within it. The commands are described in the License Manual . Note that you must
have Allow to use my account in netinstall option enabled for your account. Y ou
can set it by following change user information link on the main screen of the
account server.

Notes

The hard disk will be entirely reformatted during the installation and all dataon it will be lost!

Y ou can move the hard drive with MikroTik RouterOS installed to a new hardware without loosing
a license, but you cannot move the RouterOS to a different hard drive without purchasing an
another license (except hardware failure dituations). For additional information write to
key-support@mikrotik.com .

Note! Do not use MS-DOS format command or other disk format utilities to reinstall your
MikroTik router! Thiswill cause the Software-1D to change, so you will need to buy another license
in order to get MikroTik RouterOS running.

Logging into the MikroTik Router

Description

Normally you connect to the router by | P addresses with any telnet or SSH client software (asimple
text-mode telnet client is usually called telnet and is distributed together with almost any OS). You
can aso use graphical configuration tool for Windows (also can be run in Linux using Wine) called
Winbox. To get Winbox, connect to the router's | P address with a web browser, and follow the link
to download winbox.exe from the router.

MAC-telnet is used to connect to a router when there is no other way to connect to it remotely if the
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router has no IP address or in case of misconfigured firewall. MAC-telnet can only be used from the
same broadcast domain (so there should be no routers in between) as any of the router's enabled
interfaces (you can not connect to a disabled interface). MAC-telnet program is a part of the
Neighbor Viewer. Download it from www.mikrotik.com, unpack both files contained in the archive
to the same directory, and run NeighborViewer.exe. A list of MikroTik routers working in the same
broadcast domain will be showed double-click the one you need to connect to. Note that Winbox is
also able to connect to routers by their MAC addresses, and has the discovery tool built-in.

You can also connect to the router using a standard DB9 serial null-modem cable from any PC.
Default settings of the router's seria port are 9600 bits/s (for RouterBOARD 500 series - 115200
bits/s), 8 data bits, 1 stop bit, no parity, hardware (RTS/CTS) flow control. Use terminal emulation
program (like HyperTermina or SecureCRT in Windows, or minicom in UNIX/Linux) to connect
to the router. The router will beep twice when booted up, and you should see the login prompt
shortly before that (check cabling and serial port settings if you do not see anything in the terminal
window).

When logging into the router via terminal console, you will be presented with the MikroTik
RouterOS™ |ogin prompt. Use ‘admin’ and no password (hit [Enter]) for logging in the router for
the first time, for example:

M kroTik v2.9
Logi n: admin
Passwor d:

The password can be changed with the /passwor d command.

[adm n@M kroTi k] > password

ol d password:

neW passv\ord *kkkhkkkkkkkxk
retype new password: ***xxxxxkkxsk
[adm n@M kroTi k] >

Adding Software Packages

Description

The basic installation comes only with the system package. This includes basic IP routing and
router administration. To have additional features such as IP Telephony, OSPF, wireless and so on,
you will need to download additional software packages.

The additional software packages should have the same version as the system package. If not, the
package won't be installed. Please consult the MikroTik RouterOS™ Software Package Installation
and Upgrading Manual for more detailed information about installing additional software packages.

To upgrade the router packages, simply upload the packages to the router via ftp, using the binary
transfer mode. After you have uploaded the packages, reboot the router, and the features that are
provided by those packages will be available (regarding your license type, of course).

Navigating The Terminal Console

Description
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Welcome Screen and Command Prompt

After logging into the router you will be presented with the MikroTik RouterOS™ Welcome Screen
and command prompt, for example:

MW MW KKK TTTTTTTTTTT KKK
MVIVM MVIVM KKK TTTTTTTTTTT KKK

MW MVWM MW |11 KKK KKK RRRRRR (000000) TTT 11 KKK KKK
MM MM MW |11 KKKKK RRR RRR 00O 00O TTT 111 KKKKK
MW MW Il KKK KKK  RRRRRR 000 000 TTT 11 KKK KKK
MW MW Il KKK KKK RRR RRR 000000 TTT 11 KKK KKK
M kroTi k RouterCS 2.9 (c) 1999-2004 http://ww. nm krotik.conl

Term nal xterm detected, using rmultiline input node
[adm n@M kroTi k] >

The command prompt shows the identity name of the router and the current menu level, for
example:
[adm n@M kroTi k

[ admi n@M kr oTi k}
[ adm n@M kr oTi K]

nterface>

>
i
i p address>

Commands

The list of available commands at any menu level can be obtained by entering the question mark ?,
for example:

[adm n@M kroTi k] >

log/ -- Systeml ogs

quit -- Quit console

radius/ -- Radius client settings
certificate/ -- Certificate managenent
special -l1ogin/ -- Special |ogin users

redo -- Redo previously undone action
driver/ -- Driver nmanagenent

ping -- Send | CWP Echo packets

setup -- Do basic setup of system
interface/ -- Interface configuration
password -- Change password

undo -- Undo previous action

port/ -- Serial ports

import -- Run exported configuration script
snnp/ -- SNWP settings

user/ -- User nanagenent

file/ -- Local router file storage.

system -- Systeminformation and utilities
queue/ -- Bandw dt h nanagement

ip/ -- 1P options

tool/ -- Diagnostics tools

ppp/ -- Point to Point Protocol

routing/ -- Various routing protocol settings
export --

[adm n@M kroTi k] >

[adm n@M kroTi k] ip>
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-- go up to root

servicel/ -- |P services

socks/ -- SOCKS version 4 proxy
arp/ -- ARP entries nanagenent
upnp/ -- Universal Plug and Pl ay
dns/ -- DNS settings

address/ -- Address nmnagenent
accounting/ -- Traffic accounting

t he- proxy/ --

vrrp/ -- Virtual Router Redundancy Protocol
pool/ -- |IP address pools

packi ng/ -- Packet packing settings
nei ghbor/ -- Nei ghbors

route/ -- Route managenent
firewall/ -- Firewall managenent

dhcp-client/ -- DHCP client settings
dhcp-relay/ -- DHCP relay settings
dhcp-server/ -- DHCP server settings
hot spot/ -- Hot Spot managenent

i psec/ -- IP security

web- proxy/ -- HTTP proxy

export --

[adm n@M kroTi k] ip>

The list of available commands and menus has short descriptions next to the items. Y ou can move
to the desired menu level by typing its name and hitting the [Enter] key, for example:

[adm n@M kroTi k] > Base | evel nenu

[adm n@M kroTi k] > driver Enter 'driver' to nove to the driver
| evel nenu

[adm n@M kroTi k] driver>/ Enter '/' to nove to the base | evel nenu
fromany |evel

[adm n@M kroTi k] > interface Enter 'interface' to nove to the
interface |l evel nmenu

[adm n@M kroTi k] interface> /ip Enter '/ip' to nove to the IP |level nenu
fromany |evel

[adm n@M kroTi k] ip>

A command or an argument does not need to be completed, if it is not ambiguous. For example,
instead of typing interface you can type just in or int. To complete a command use the [Tab] key.
Note that the completion is optional, and you can just use short command and parameter names

The commands may be invoked from the menu level, where they are located, by typing its name. If
the command isin a different menu level than the current one, then the command should be invoked
using itsfull (absolute) or relative path, for example:

[adm n@M kroTi k] ip route> print | Prints the routing table
[adm n@ kroTi k] ip route> .. address print | Prints the IP address table
[adm n@ kroTik] ip route> /ip address print | Prints the IP address table

The commands may have arguments. The arguments have their names and values. Some
commands, may have arequired argument that has no name.

Summary on executing the commands and navigating the menus

Command Action
command [Enter] Executes the command
[?] Showsthelist of all available commands
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Displays help on the command and thelist of

command [?] arguments

command argument [?] Displays help on the command's argument

Completesthe command/word. If theinput is
[Tab] ambiguous, a second [Tab] gives possible
options

/ Moves up to the base level

/command Executesthe base level command

Moves up one level

Specifies an empty string

Specifiesa string of 2 wordsthat contain a

wordl1 word2 space

Y ou can abbreviate names of levels, commands and arguments.

For the IP address configuration, instead of using the address and netmask arguments, in most
cases you can specify the address together with the number of true bits in the network mask, i.e.,
there is no need to specify the netmask separately. Thus, the following two entries would be
equivalent:

/ip address add address 10.0.0.1/24 interface etherl
/ip address add address 10.0.0.1 netnask 255.255.255.0 interface etherl

Notes

You must specify the size of the network mask in the address argument, even if it is the 32-bit
subnet, i.e., use 10.0.0.1/32 for addr ess=10. 0. 0. 1 net mask=255. 255. 255. 255

Basic Configuration Tasks
Description

Interface Management

Before configuring the IP addresses and routes please check the /interface menu to see the list of
available interfaces. If you have Plug-and-Play cards installed in the router, it is most likely that the
device drivers have been loaded for them automatically, and the relevant interfaces appear on the
/interface print list, for example:

[admi n@M kroTi k] interface> print
Flags: X - disabled, D - dynamc, R - running
# NANVE T

YPE RX- RATE TX- RATE MIuU
0 Retherl et her 0 0 1500
1 Rether2 et her 0 0 1500
2 X wavel anl wavel an 0 0 1500
3 X prism w an 0 0 1500

[admi n@M kroTi k] interface>

The interfaces need to be enabled, if you want to use them for communications. Use the /interface
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enable name command to enable the interface with a given name or number, for example:

[adm n@M kroTi k] interface> print
Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MTU
0 X etherl et her 0 0 1500
1 X ether2 et her 0 0 1500

terface> enable 0
terface> enable ether2
terface> print

D - dynamic, R - running

[adm n@M kroTi k] in
[adm n@M kroTi k] in
[adm n@M kroTi k] in
Fl ags: X - disabl ed,

# NAME TYPE RX- RATE TX- RATE MTU
0 Retherl et her 0 0 1500
1 R ether2 et her 0 0 1500

[adm n@M kroTi k] interface>

The interface name can be changed to a more descriptive one by using /inter face set command:

[adm n@M kroTi k] interface> set 0 nane=Local; set 1 name=Public
[adm n@M kroTi k] interface> print
Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MTU
0 R Local et her 0 0 1500
1 R Public et her 0 0 1500

[adm n@M kroTi k] interface>
Notes

The device drivers for NE2000 compatible ISA cards need to be loaded using the add command
under the /drivers menu. For example, to load the driver for a card with 10 address 0x280 and IRQ
5, it is enough to issue the command:

[adm n@M kroTi k] driver> add nane=ne2k-isa i 0=0x280

[adm n@M kroTi k] driver> print

Flags: | - invalid, D - dynanic

# DRIVER IRQIO MEMORY | SDN- PROTOCOL
0 D Real Tek 8139
1 D Intel EtherExpressPro
2 D PCl NE2000
3 I SA NE2000 280
4 Moxa C101 Synchronous C8000

[adm n@M kroTi k] driver>

There are some other drivers that should be added manually. Please refer to the respective manual
sections for the detailed information on how drivers are to be loaded.

Setup Command
Command name: /setup

Description

The initial setup of the router can be done by using the /setup command which offers the following
configuration:

» reset al router configuration

* load interface driver

»  configure ip address and gateway
*  setup dhcp client
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e setup dhcp server
e setup pppoe client
e setup pptp client

Configure IP address on router, using the Setup command

Execute the /setup command from command line:

[adm n@M kroTi k] > setup

Setup uses Safe Mdde. It neans that all changes that are made during setup
are reverted in case of error, or if [Ctrl]+[C] is used to abort setup. To keep
changes exit setup using the [X] key.

[ Saf e Mbde taken]

Choose options by pressing one of the letters in the left colum, before
dash. Pressing [X] wll exit current menu, pressing Enter key will select the
entry that is marked by an '*'. You can abort setup at any tinme by pressing

[Crl]+[C].
Entries marked by '+' are already configured
Entries marked by '-' cannot be used yet.

Entries marked by ' X cannot be used w thout installing additional packages.
- reset all router configuration

|l oad interface driver

configure ip address and gat eway

setup dhcp client

setup dhcp server

setup pppoe client

setup pptp client

exit nenu

+ -
choice [press Enter to configure ip address and gateway]: a

r
|
*a
d
s
p
t
X
your

To configure IP address and gateway, press a or [Enter], if the a choice is marked with an asterisk
symbol (‘*").

* a - add ip address
- g - setup default gateway
X - exit nmenu
your choice [press Enter to add ip address]: a

Choose ato add an IP address. At first, setup will ask you for an interface to which the address will
be assigned. If the setup offers you an undesirable interface, erase this choice, and press the [Tab]
key twice to see all available interfaces. After the interface is chosen, assign | P address and network
mask on it:

your choice: a
enabl e interface:
etherl ether2 wanl
enabl e interface: etherl
i p address/ net mask: 10.1.0.66/24
#Enabl ing interface
/interface enable etherl
#Addi ng | P address
/ip address add address=10.1.0.66/24 interface=etherl coment="added by setup"”
+ a - add ip address
* g - setup default gateway
X - exit nmenu
your choice: x

Basic Examples

Example
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Assume you need to configure the MikroTik router for the following network setup:

Internet

Internet
Sl Satewsa
Fublic Metwiark 10.0.0
10.0.0.0/24
i : interface Public
kel address 10.0.0.217/24

interface ] ocal
adidress 192 168.0. 254724

Local Metwark
192.168.0.0/24

i Laptop
W ark station
192 168.0.1 152.1658.0.2

In the current example we use two networks:

. The loca LAN with network address 192.168.0.0 and 24-bit netmask: 255.255.255.0. The
router's address is 192.168.0.254 in this network

. The I1SP's network with address 10.0.0.0 and 24-bit netmask 255.255.255.0. The router's
addressis 10.0.0.217 in this network

The addresses can be added and viewed using the following commands:

[adm n@M kroTi k] ip address> add address 10.0.0.217/24 interface Public
[adm n@M kroTi k] ip address> add address 192. 168. 0. 254/ 24 interface Local
[adm n@M kroTi k] ip address> print

Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/ 24 10. 0. 0. 217 10. 0. 0. 255 Publ i c
1 192. 168. 0. 254/ 24 192.168.0.0 192. 168. 0. 255 Local

[adm n@M kroTi k] ip address>

Here, the network mask has been specified in the value of the address argument. Alternatively, the
argument 'netmask’ could have been used with the value '255.255.255.0'. The network and
broadcast addresses were not specified in the input since they could be calculated automatically.

Please note that the addresses assigned to different interfaces of the router should belong to
different networks.
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x|

o 10.0.0.217/24 10.0.0.0 10.0.0.255 ether2
P 192.168.0.254/24 19216800 192168.0.255  etherl

Viewing Routes

You can see two dynamic (D) and connected (C) routes, which have been added automatically
when the addresses were added in the example above:

[adm n@ kroTi k] ip route> print

Flags: A - active, X - disabled, | - invalid, D - dynamic, C - connect,
S - static, r - rip, b - bgp, o - ospf, d - dynanic
# DST- ADDRESS G GATEVWAY DI STANCE | NTERFACE
0 ADC 192.168.0.0/ 24 r 0.0.0.0 0 Local
1 ADC 10.0.0.0/24 r 0.0.0.0 0 Public
[adm n@ kroTi k] ip route> print detail
Flags: A - active, X - disabled, I - invalid, D - dynamc, C - connect,
S - static, r - rip, b - bgp, o - ospf d - dynamc

0 ADC dst - addr ess=192. 168. 0. 0/ 24 prefsrc=192. 168. 0. 254 i nterface=Local scope=10
1 ADC dst-address=10.0.0.0/24 prefsrc=10.0.0.217 interface=Public scope=10
[adm n@M kroTi k] ip route>
These routes show, that IP packets with destination to 10.0.0.0/24 would be sent through the
interface Public, whereas IP packets with destination to 192.168.0.0/24 would be sent through the

interface Local. However, you need to specify where the router should forward packets, which have
destination other than networks connected directly to the router.

Adding Default Routes

In the following example the defaul t route (destination 0.0.0.0 (any), netmask 0.0.0.0 (any)) will
be added. In this case it is the ISP's gateway 10.0.0.1, which can be reached through the interface
Public

[adm n@M kroTi k] ip route> add gateway=10.0.0.1
[admi n@M kroTik] ip route> print

Flags: X - disabled, | - invalid, D - dynamc, J - rejected,

C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 ADC 192.168.0.0/ 24 Local
1 ADC 10.0.0.0/24 Public
2 AS0.0.0.0/0 r 10.0.0.1 0 Public

[admi n@M kroTi k] ip route>

Here, the default route is listed under #2. As we see, the gateway 10.0.0.1 can be reached through
the interface 'Public'. If the gateway was specified incorrectly, the value for the argument 'interface’
would be unknown.

Notes
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You cannot add two routes to the same destination, i.e., destination-address/netmask! It applies to
the default routes as well. Instead, you can enter multiple gateways for one destination. For more
information on IP routes, please read the Routes, Equal Cost Multipath Routing, Policy Routing
manual.

If you have added an unwanted static route accidentally, use the remove command to delete the
unneeded one. You will not be able to delete dynamic (DC) routes. They are added automatically
and represent routes to the networks the router connected directly.

Testing the Network Connectivity

From now on, the /ping command can be used to test the network connectivity on both interfaces.
Y ou can reach any host on both connected networks from the router.

How the /ping command works:

[admi n@M kroTik] ip route> /ping 10.0.0.4

10.0.0.4 64 byte ping: ttl=255 time=7 s

10.0.0.4 64 byte ping: ttl=255 time=5 s

10.0.0.4 64 byte ping: ttl=255 time=5 s

3 packets transmitted, 3 packets received, 0% packet |oss
round-trip mn/avg/max = 5/5.6/7 s

[adm n@M kroTi k] ip route>

[adm n@ kroTik] ip route> /ping 192.168.0.1

192.168.0.1 64 byte ping: ttl=255 tine=1 s

192.168.0.1 64 byte ping: ttl=255 tine=1 s

192.168.0.1 64 byte ping: ttl=255 tine=1 s

3 packets transmtted, 3 packets received, 0% packet |oss

round-trip mn/avg/max = 1/1.0/1 s
[adm n@M kroTi k] ip route>

The workstation and the laptop can reach (ping) the router at its local address 192.168.0.254, If the
router's address 192.168.0.254 is specified as the default gateway in the TCP/IP configuration of
both the workstation and the laptop, then you should be able to ping the router:

C.\>ping 192. 168. 0. 254

Reply from 192. 168. 0. 254: bytes=32 tinme=10ns TTL=253
Reply from 192. 168. 0. 254: bytes=32 tinme<l0ns TTL=253
Reply from 192. 168. 0. 254: bytes=32 tine<l0ns TTL=253

C.\>ping 10.0.0. 217

Reply from 10.0.0.217: bytes=32 time=10ms TTL=253
Reply from 10.0.0.217: bytes=32 tinme<10ms TTL=253
Reply from 10.0.0.217: bytes=32 tinme<10ms TTL=253

C.\>ping 10.0.0.4
Request tined out.
Request tined out.
Request tined out.

Notes

Y ou cannot access anything beyond the router (network 10.0.0.0/24 and the Internet), unless you do
the one of the following:

»  Use source network address trandation (masquerading) on the MikroTik router to ‘hide' your
private LAN 192.168.0.0/24 (see the information below), or

* Add a static route on the ISP's gateway 10.0.0.1, which specifies the host 10.0.0.217 as the
gateway to network 192.168.0.0/24. Then all hosts on the 1SP's network, including the server,
will be able to communicate with the hosts on the LAN

Page 38 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



To set up routing, it is required that you have some knowledge of configuring TCP/IP networks. We
strongly recommend that you obtain more knowledge, if you have difficulties configuring your
network setups.

Advanced Configuration Tasks

Description

Next will be discussed situation with 'hiding' the private LAN 192.168.0.0/24 'behind' one address
10.0.0.217 given to you by the I SP.

Application Example with Masquerading

If you want to 'hide' the private LAN 192.168.0.0/24 'behind' one address 10.0.0.217 given to you
by the ISP, you should use the source network address translation (masquerading) feature of the
MikroTik router. Masquerading is useful, if you want to access the I1SP's network and the Internet
appearing as all requests coming from the host 10.0.0.217 of the ISP's network. The masquerading
will change the source IP address and port of the packets originated from the network
192.168.0.0/24 to the address 10.0.0.217 of the router when the packet is routed through it.

Masquerading conserves the number of global IP addresses required and it lets the whole network
use asingle IP address in its communication with the world.

To use masquerading, a source NAT rule with action 'masguerade’ should be added to the firewall
configuration:

[adm n@ kroTik] ip firewall nat> add chai n=srcnat acti on=nmasquer ade
out-interface=Public
[adm n@/ kroTik] ip firewall nat> print
Flags: X - disabled, | - invalid, D - dynanic
0 chai n=srcnat out-interface=Public action=nmasquerade

Notes

Please consult Network Address Trandation for more information on masguerading.
Example with Bandwidth Management

Assume you want to limit the bandwidth to 128kbps on downloads and 64kbps on uploads for all
hosts on the LAN. Bandwidth limitation is done by applying queues for outgoing interfaces
regarding the traffic flow. It is enough to add a single queue at the MikroTik router:

[adm n@M kr oTi k] queue sinple> add nmax-|im t=64000/128000 i nterface=Local
[adm n@M kr oTi k] queue sinple> print
Flags: X - disabled, | - invalid, D - dynanmic
0 name="queuel" target-address=0.0.0.0/0 dst-address=0.0.0.0/0
interface=Local queue=default/default priority=8 limt-at=0/0
max- | i m t =64000/ 128000 t ot al - queue=def aul t
[adm n@M kroTi k] queue sinpl e>

Leave all other parameters as set by default. The limit is approximately 128kbps going to the LAN
(download) and 64kbps leaving the client's LAN (upload).

Example with NAT
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Assume we have moved the server in our previous examples from the public network to our local
one:

|Nternet

Internet
Satewsa
FPublic Metwark 10.0.0.
10.0.0.024
interface Public

address 10.0.0.27F/24

interface I ocal

addraess 192.168.0.254:24
Local Metwark

192 168.0.0/24

i
] e

YWarkstation Laptop SERer
192.168.0.1 192.1058.0.2 192 165 0 4

The server's address is now 192.168.0.4, and we are running web server on it that listens to the TCP
port 80. We want to make it accessible from the Internet at address:port 10.0.0.217:80. This can be
done by means of Static Network Address trandation (NAT) at the MikroTik Router. The Public
address:port 10.0.0.217:80 will be trandated to the Local address:port 192.168.0.4:80. One
destination NAT ruleisrequired for translating the destination address and port:

[admi n@ kroTik] ip firewall nat> add chai n=dstnat acti on=dst-nat protocol =tcp
dst - addr ess=10. 0. 0. 217/ 32
dst - port =80 to-addresses=192.168.0.4
[adm n@ kroTik] ip firewall nat> pr
Fl ags: X - disabled, I - invalid, D- dynanic
0 chai n=dst nat dst-address=10.0.0.217/32 protocol =tcp dst-port=80
acti on=dst-nat to-addresses=192.168.0.4 to-ports=0-65535

Notes

Please consult Network Address Trandation for more information on Network Address
Trandlation.
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Installing RouterOS with CD-Install

Document revision 1.2 (Tue Jul 13 13:06:16 GMT 2004)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents
CD-Install

Description
CD-Install

Description

To install the RouterOS using a CD you will need a CD-writer and a blank CD. Burn the CD-image
(an .isofile) to aCD. The archive with image can be downloaded here .
Follow the instructions to install RouterOS using CD-Install:

1. After downloading the CD image from www.mikrotik.com you will have an SO file on your
computer:

2. Open a CD Writing software, like Ahead NERO as in this example:

|+ Mero Burning ROM Enterprise Edition

File Edit Wiew Recorder Extras Database ‘Window Help

i @ H| %ﬁ % 2 a @ @ @ IZ;?J = | {24 Di LITE-ON CD-RY SOHR-52385 |6
0 e

I I I I | I I I I | I I I I I I | | I |. I I I | I
LMB 100ME Z00ME 300ME 400ME S00ME B00ME 700MB S00ME

[LITE-OM CO-RW SOHR-52355 y

3. Inthe program, choose Burn Image entry from the Recorder menu (there should be similary
named option in all major CD burning programs):

Page 41 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



¥ Mero Burning ROM Enterprise Edition _ | =]

File Edit Wiew Extras Database ‘Window Help

= Choose Recorder. .. ChrHR P
: 3 @ D | @ D: UTE-ON CO-Rw SOHR-52385 -t
EladS @FGor|e =

0_ eg Copy Disc...
Burn Irage...
Burn Hard Drive Backup. ..

Erase Rewritable Disc. ..

Eject Disc ChrH+E
Disc Info Chrl+I

LME:II'III|III|III|III|"'|"I:"'|"

100ME 200ME 300ME 400MBE S00ME GO0ME F00k S00MB
Opens the Burn D Image Dialog. |LITE-ON CD-RW SOHR-52385 e -

4. Select the recently extracted 1SO file and click Open:

Loak, in: IE} ternp j Q lj B

| File Edit View Re

File narme: Imikrotik-2.8.22.i$n j Open

Cancel |
p

%

Files of type: IImage Files [".nrg;” iz0;" cug)

5.  Finaly, click Burn button:
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File Edit ti=w o

- Lzl

o« @

CO |mags!

M I nn BNAM EnkFe ien Folib .
2% MNero Burning ROM Enterprise Edition

Fuybrae  Mabshosea  Windeaa  Halm

Info IFDreignImage Eurn

Action

[ Determine maximum speed

[~ Simulation

IV iite

[ Finalize CO Mo further wiiting possiblel]

Cancel

Ll
ME 100ME

Wiite speed: |52+ [7 800 KB/5) [=
Wirite method: ITrack-at-unce ;I
Mumnber of copies: |1 ¥ Bufer underiun
. tect
[ Use multiple recorders alianiat
Dizc Infio |
e ——
200ME 300ME 400ME S00ME &00ME FO0LE S00ME
LITE-OMN CD-RW SOHR-52385 v

6. Setthefirst boot deviceto CDROM in router's BIOS.
After booting from CD you will see a menu where to choose packages to install:

Wel cone to MkroTi k Router Software installation

Move around menu using 'p' and 'n' or arrow keys, select with 'spacebar'.
mnimumwth 'nm. Press '"I' to install locally or 'r' to
install renote router or 'q

Select all with "a',

X] system

X ppp

X] dhcp

X] advanced-tool s
] arlan
] gps
] hot spot

—_——————————

to cancel and reboot.

] isdn [ 1]
| lcd [ ]
] ntp [ ]
] radiol an [ 1]
] routerboard [ 1]
X] routing

X] security

synchr onous
t el ephony
ups
web- pr oxy
wirel ess

Follow the instructions, select needed packages, and press i’ to install the software.
8. Youwill be asked for 2 questions:

Warning: all data on the disk will be erased!

Continue? [y/n]

Press[Y] to continue or [N] to abort the installation.
Do you want to keep old configuration? [y/n]:

You should choose whether you want to keep old configuration (press [Y]) or to erase the
configuration permanently (press [N]) and continue without saving it. For a fresh installation,

press[N].

Creating partition...

Formatting disk...

The system will install selected packages. After that you will be prompted to press 'Enter'.

Page 43 of 695

Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Before doing that, remove the CD from your CD-Drive:

Software install ed.
Press ENTER to reboot

Note: after theinstallation you will have to enter the Software key. See this manual how to do it.

Page 44 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Installing RouterOS with Floppies
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Floppy Install

Description

Another way to install the RouterOS is using floppies. You will need 9 floppies to install the
software (this includes only the system package).

1. Download the archive here . Extract it and run FloppyMaker.exe.

My MikroTik Floppy Maker ¥1. - 0] x|

MIKROTIELS MIEROTIK SOFTWARE END-USER  a
LICEMCE AGREEMEMNT

MIEROTIE ROUTEROS V2.0 SOFTWARE

ROUTER S%5TEM

Thiz End-User Licenze Agreement [ 'License
Agreement”] 1z a binding agreement between pou
[either an individual ar a zingle entity) and MikraT iklz
SA ["MikroTikls" or "MikraTik"], which iz the
manufacturer of the SOFTWARE PRODUCT
MSOFTWARE PRODUCT" or "SOFTWARE"
identified above.

HARDWARE referz az the computer, which the
Software Product iz installed on. ll

Do wou agree with terms mentioned abowve’?

es Mo

Read the licence agreement and press 'Y es to continue.
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2. After pressing 'Yes, you are introduced to useful information about RouterOS:

My MikroTik Floppy Maker ¥1 = 0] =]

Before ou Start -

Tomake a PC bazed rauter running the MikraT ikl
Router05, it iz necesszan to;

Frepare the PC hardware to be dedicated router - nio
ather programs can be held on the HDD or run on

the PC except the MikroT ikl Router05. Required
hardware: #58E or newer proceszar, 32MMB RAM,

J2MB or larger IDE harddizk or Hazhdizk, loppy dizk
drive, kevpboard, monitor, MEZ000 compatible NIC.

For more supported nebwark, cards and devices,

pleaze zee 'Supported Hardware' zection of the

matiual -- available online in the "support™ zection of

thie web page (v, mikrobilk, comn). ll

Continue I E =it

Press 'Continue’ button to continue or 'Exit' to leave the install ation.
3. You are prompted to insert disk #1 into the floppy drive:
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Me Insert disk #1 in drive A: =100 x|

[nzert dizk #1 in dive A

Skip Floppy Start E it

Insert a blank floppy into the drive and start the copying process. Pressing 'Skip Floppy' will
skip the process to next floppy (useful in case you aready have some floppies copied).
Proceed with next floppies until the following dialog occurs:
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".f ™MT Floppy Maker: process ca - |I:I|£|

tMT Floppy Maker: proceszs complete

E =it

4. Set the dedicated computer to boot from floppy device, insert the disk #1 and boot the
computer. When it will process the first floppy, it will ask for the second, until all floppies are
processed.

Note: after the installation you will have to enter the Software key. See this manual how to do it.

Page 48 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Installing RouterOS with Netlnstall
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Description

Netinstall is a program that allows you to install MikroTiK RouterOS on a dedicated PC or
RouterBoard via Ethernet network. All you need is a blank floppy or an Ethernet device that
supports PXE (like RouterBoard 100, RouterBoard 200 and RouterBoard 500 series), an Ethernet
network between workstation and dedicated computer, and a serial null-modem console cable (for

RouterBoard routers).

Netinstall Program Parameters

@ MikroTik Router Installer ¥1.10

— Routerz/Drives

Selected 5 package(s)

_ ol x|
Label | MAC address / Media | Status Software |D:[JENA-RZT Help |
@ rnikrotik, 00:02:B3:43:6C:CE FReady Key: I':i"\'l ey Browse, |
[ Keep old configuration Get key... |

IP addiess: [17216.011 7 [24
Gateway: I'I 721601
Baud rate: | 3500 -

b ake floppy | ket boating | Inztall I Cancel | [T Configure soript; II::'\D ocuments and Settings J
— Packagez

Sets: IF'reviu:uus Inztall j Save set | Delete zat I

From: IE:'\HDuterDS'\E.EJ 1| Browsze. . | Select all | Select none I

Mame | Werzion | D ezcription | -

advanced-toolz: 2811 email client, pingers, netwatch and other utilities | |

[ arlan 28Mm Provides support for an obalete Aironet Arlan card

dhcp 281 DHCP client and server

[ ops 2anm Provides support for GPS.

hiotzpat 28N Provides HatS pat j

|L|:|a|:|eu:| 21 package(s)

v
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The program runs on Windows 95/98/M E/NT/2000/X P platforms.
Netinstall parameters:

* Routerg/Drives- inthislist you can see all the devices waiting for installation.
» SoftwarelD - aunique ID that is generated for licensing purposes.

 Key - akey that is generated for the Software ID. When you purchase a license, you get a key
file. Click the Browse... button next to the key field to select your key file.

* Get Key... - obtain software key from MikroTIK server:
@ Get software key from MikruT‘: : x|

Fleaze enter your ugermanme and pazsword
and zelect icenze level pou want

Software |D; [JEMA-RZT

Ilzemame:

Fassword:

— Licence — Pay method
" Debit keys
¥ Dehbit money
" Credit keys
" Credit money
" Credit card

Level: E

et Cancel

«  SoftwarelD - ID for which the key will be generated (depending on the license level).
*  Username - client's username in the Account data base.

*  Password - client's password.

* Level - licenselevel of RouterOS.

* Debit key - akey that you have paid for, but haven't generated yet.

«  Debit money - money that you have on your account. To add money to your account,
use the 'add debit' link in the account server.

Credit key - akey that you can take now, but pay later.

«  Credit money - paying with credit money allows you to get your keys now and pay for
them later.

 Keep old configuration - used for reinstalling the software. If checked, the old configuration
on the router will not be overwritten, otherwise it will be lost.

Page 50 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



I P address/mask - address with subnet mask that will be assigned to ether 1 interface after the
packages are installed.

Gateway - specifies the default gateway (static route).
Baud rate - this baud rate will be set for serial console (bps).

Configure script - a RouterOS script to execute after the package installation. Note that not all
the devices (especially, wireless cards) may be discovered at the time this script isrun, so it is
suggested to put a delay (about 20 seconds) at the start of the script to be sure that all devices
are up and running.

M ake floppy - make a bootable Netinstall floppy.

Net booting - opens the Network Booting Settings window. Enter an IP address from your
local network. This address will be temporarily assigned to the computer where RouterOS will
be installed on.

Install - installs the RouterOS on a computer.
Cancd - cancedl theinstallation.

Sets - an entry in thislist represents the choice of packages selected to install from a directory.
If you want to make your own set, browse for a folder that contains packages (*.npk files),
select needed packagesin the list, and press the Save set button.

From - type the directory where your packages are stored or press the Browse... button to
select the directory.

Select all - selects all packagesin thelist
Select none - unselects all packagesin the list

Note: some of the Get key... parameters could not be available for al account types.

Netinstall Example

This example shows step-by-step instructions how to install the software on a RouterBoard 200.

1.

Connect the routerboard to a switch (or a hub) as it is shown in the diagram using etherl
interface (on RouterBoard 230 it is next to the RS-232 interface):
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Switch

MNetwor:
172.160.0/24

Work station

Serial null modem

console cahle Routerboard 200

IP Address: R5-232
172.16.0.10

2. Run Netlnstall program on your workstation (you can download it here . It is necessary to
extract the packages (*.npk files) on your hard drive.

Netinstall v1.10
& MikroTik Router Installer ¥1.10 I ] S
— Routers/Drives
Label | MALC address / Media | Status | Software ID:I— Help |
Fey: I Browse. .. |
™| Keep old configuration et key... |
IF address: I— / I_
[3 ateway: I—
| Baud rate: Iﬁ
kake qu:upp_l,ll Met booting | [ Fzkall | Cancel I ™| Configure script: I J
—Packages
ek I j S ave set I [Nelete et |
Frari; IE:'x Browse... | Select &l I Select nu:unel
M arine | Wersion | Degcription |
|N-:| packages in this directory i
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3. Enter the Boot Server Client's IP address. Use an address from a network to which belongs
your NIC (in this case 172.16.0.0/24). This IP address will be temporarily assigned to the

routerboard.

& Network Booting Settings |

There pou can zet parameters for F=E [Pre-boot execution Environment)
and Etherboot zerver that can boot your router over nebwark,

¥ EBoot Server enabled
Client |IP address: |1 72168.05

aFk. I Cancel

4. Set the RouterBoard to boot from Ethernet interface. To do this, enter the RouterBoard BIOS

(press any key when prompted):
RouterBI OGS v1.3.0 MkroTik (tn) 2003-2004
Rout er BOARD 230 (CPU revi sion Bl)
CPU frequency: 266 MHz
Menmory size: 64 MB

Press any key within 1 second to enter setup.

You will see alist of available commands. To set up the boot device, pressthe'o’ key:

RouterBI OS v1.3.0
What do you want to configure?
- boot del ay
boot key
serial console
debug | evel
boot device
beep on boot
vga to serial
ata transl ation
menory settings
nmenory test
cpu node
pci back- of f
reset configuration
bi os upgrade through serial port
bi os Iicense information
- exit setup
your choice: o - boot device

Pressthe 'e key to make the RouterBoard to boot from Ethernet interface:

Sel ect boot devi ce:

* | DE

Et her boot

Et her boot (timeout 15s),

Et herboot (tinmeout 1m,

Et herboot (timeout 5m,

Et her boot (timeout 30m,

IDE, try Etherboot first on next boot
IDE, try Etherboot first on next boot
IDE, try Etherboot first on next boot
- IDE, try Etherboot first on next boot
your choice: e - Etherboot

XOLQ"_“CB'U""<CTO_U)?\_O.

5s
m
m
om

)

O~NOUITRWNEFO®

A~
WOl

When this is done, the RouterBoard BIOS will return to the first menu. Press the ‘X' key to exit
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from BIOS. The router will reboot.

5. When booting up, the RouterBoard will try to boot from its Ethernet device. If successful, the
Workstation will give to this RouterBoard an IP address, specified in Network Booting
Settings. After this process, the RouterBoard will be waiting for installation.

On the workstation, there will appear a new entry in Routers/Drives list:

& MikroTik Router Installer ¥1.10 3 o ]

— Routers/Drives

Label | MAL address / Media | Status | S ofhware ID:IJENﬂ-HET Help |
@ mmiikeroil: 00:02:B3:43:6C:CE Ready Key: IEM ey E—— |
™ Keep old configuration Get kew... |
IP addiess: [17216.011  / [24
[3 atewan: I'I F216.01
Selected 3 package(z]
| Baudrate: |9600 v
k4 ake Hoppy | Met booting | [nizkall | Cancel | ™ Configure script: IE:HDDcuments and Settings J
— Packages
Seta: IF'reviu:uus Inztall j Save sef I Delete set |
Fram: IE:"-.FEDuterDS'xE.E.'I 1| Browsze... | Select all | Select none |
M ame | Yerzion | D ezcriphion | -
advanced-tools 2811 email client, pingers, netwatch and other ukilities ||
[ arlan 2811 Provides support for an obolete Aironet Arlan card
dhcp 2811 DHCP client and server
[ aps 2811 Provides support for GPS.
hiotzpat 281 Pravides HotSpat ll
|L|:|a|:|eu:| 21 packagels) o

Y ou can identify the router by MAC addressin the list. Click on the desired entry and you will
be able to configure installation parameters.
When done, press the Install button to install RouterOS.

6. When theinstallation process has finished, press 'Enter’ on the console or 'Reboot’ button in the
Netinstall program. Remember to set the boot device back to IDE in the RouterBoard BIOS.
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Configuration Management

Document revision 1.6 (Mon Sep 19 12:55:52 GMT 2005)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents

Summary
Description

System Backup
Description
Command Description
Example
Example

The Export Command
Description
Command Description
Example

The Import Command
Description
Command Description
Example

Configuration Reset
Description
Command Description
Notes

Example

General Information

Summary

This manual introduces you with commands which are used to perform the following functions:

e system backup

*  gystem restore from a backup
*  configuration export

» configuration import

*  gystem configuration reset

Description

The configuration backup can be used for backing up MikroTik RouterOS configuration to a binary
file, which can be stored on the router or downloaded from it using FTP. The configuration restore
can be used for restoring the router's configuration from a backup file.
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The configuration export can be used for dumping out MikroTik RouterOS configuration to the
console screen or to a text (script) file, which can be downloaded from the router using FTP. The
configuration import can be used to import the router configuration script from atext file.

System reset command is used to erase all configuration on the router. Before doing that, it might
be useful to backup the router's configuration.

Note! In order to be sure that the backup will not fail, system backup load command must be used
on the same computer with the same hardware where system backup save was done.

System Backup
Home menu level: /system backup

Description

The save command is used to store the entire router configuration in a backup file. The file is
shown in the /file submenu. It can be downloaded via ftp to keep it as a backup for your
configuration.

To restore the system configuration, for example, after a/system reset, it is possible to upload that
fileviaftp and load that backup file using load command in /system backup submenu.

Command Description

load name=[filename] - Load configuration backup from afile
save name=[filename] - Save configuration backup to afile

Example

To save the router configuration to file test:

[adm n@M kroTi k] system backup> save nane=t est
Configurati on backup saved
[adm n@M kroTi k] system backup>

To see the files stored on the router:

[admi n@M kroTik] > file print
# NAME TYPE SI ZE CREATI ON- Tl MVE
0 test.backup backup 12567 sep/ 08/ 2004 21:07:50
[adm n@M kroTi k] >

Example

To load the saved backup file test:

[adm n@M kr oTi k] system backup> | oad nane=t est
Restore and reboot? [y/N: vy

The Export Command

Command name: /export
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Description

The export command prints a script that can be used to restore configuration. The command can be
invoked at any menu level, and it acts for that menu level and all menu levels below it. If the
argument from is used, then it is possible to export only specified items. In this case export does
not descend recursively through the command hierarchy. export aso has the argument file, which
allows you to save the script in afile on the router to retrieveit later via FTP.

Command Description

file=[filename] - saves the export to afile
from=[number] - specifies from which item to start to generate the export file

Example
[admi n@M kroTi k] > ip address print
Flags: X - disabled, | - invalid, D - dynanic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.1.0.172/ 24 10.1.0.0 10. 1. 0. 255 bri dgel
1 10.5.1.1/24 10.5.1.0 10. 5. 1. 255 et herl

[adm n@M kroTi k] >
To make an export file:

[adm n@M kroTi k] ip address> export fil e=address
[adm n@M kroTi k] ip address>

To make an export file from only one item:

[adm n@M kroTi k] ip address> export file=addressl fronFl
[adm n@M kroTi k] ip address>

To seethe files stored on the router:

[adm n@ kroTik] > file print

# NAME TYPE Sl ZE CREATI ON- TI ME
0 address.rsc script 315 dec/ 23/ 2003 13:21:48
1 addressl.rsc script 201 dec/ 23/ 2003 13:22:57

[adm n@M kroTi k] >
To export the setting on the display use the same command without the file argument:

[admi n@M kroTi k] ip address> export fromeO, 1

# nov/ 13/ 2004 13:25:30 by RouterCs 2.9

# software id = M3J4- VAN

#

/ ip address

add address=10.1.0.172/24 networ k=10.1.0.0 broadcast=10. 1. 0. 255 \
i nterface=bridgel coment="" di sabl ed=no

add address=10.5. 1.1/ 24 network=10.5.1.0 broadcast=10.5. 1. 255 \
i nterface=etherl coment="" di sabl ed=no

[adm n@M kroTi k] ip address>

The Import Command
Command name: /import

Description
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The root level command /import [file_name] restores the exported information from the specified
file. Thisis used to restore configuration or part of it after a /system reset event or anything that
causes configuration data | oss.

Note that it is impossible to import the whole router configuration using this feature. It can only be
used to import a part of configuration (for example, firewall rules) in order to spare you some

typing.

Command Description

file=[filename] - loads the exported configuration from afile to router
Example

To load the saved export file use the following command:

[adm n@M kroTi k] > inmport address.rsc
Opening script file address.rsc
Script file | oaded successfully

[adm n@M kroTi k] >

Configuration Reset
Command name: /system reset

Description

The command clears al configuration of the router and sets it to the default including the login
name and password (‘admin’ and no password), IP addresses and other configuration is erased,
interfaces will become disabled. After the reset command router will reboot.

Command Description
reset - erases router's configuration
Notes

If the router has been installed using netinstall and had a script specified as the initial configuration,
the reset command executes this script after purging the configuration. To stop it doing so, you will
have to reinstall the router.

Example

[adm n@M kroTi k] > system reset
Danger ous! Reset anyway? [y/N: n
action cancelled

[adm n@M kroTi k] >
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FTP (File Transfer Protocol) Server

Document revision 2.3 (Fri Jul 08 15:52:48 GMT 2005)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents

Summary
Specifications
Related Documents

File Transfer Protocol Server
Description
Property Description
Command Description

General Information

Summary

MikroTik RouterOS implements File Transfer Protocol (FTP) server feature. It is intended to be
used for software packages uploading, configuration script exporting and importing procedures, as
well asfor storing HotSpot servlet pages.

Specifications

Packages required: system

Licenserequired: levell

Home menu level: ffile

Standards and Technologies: ETP (RFC 959)
Hardware usage: Not significant

Related Documents

. Softwar e Package Management

. Configuration Management

File Transfer Protocol Server
Home menu level: /file

Description

MikroTik RouterOS has an industry standard FTP server feature. It uses ports 20 and 21 for
communication with other hosts on the network.

Uploaded files as well as exported configuration or backup files can be accessed under /file menu.
There you can delete unnecessary files from your router.
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Authorization for FTP service uses router's system user account names and passwords.

Property Description

creation-time ( read-only: time) - item creation date and time

name ( read-only: name) - item name

size ( read-only: integer ) - package size in bytes

type ( read-only: file | directory | unknown | script | package | backup ) - item type

Command Description

print - shows a list of files stored - shows contents of files less that 4kb long - offers to edit file's
contents with editor - sets the file's contents to 'content’
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MAC Level Access (Telnet and Winbox)

Document revision 2.3 (June 22, 2007, 15:33 GMT)
This document appliesto MikroTik RouterOS V2.9
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Table of Contents

Summary
Specifications
Related Documents
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Property Description
Notes
Example
MAC WinBox Server
Property Description
Notes
Example
Monitoring Active Session List
Property Description

Example
MAC Telnet Client

Example

General Information

Summary

MAC telnet is used to provide access to a router that has no IP address set. It works just like IP
telnet. MAC telnet is possible between two MikroTik RouterOS routers only.

Specifications

Packages required: system

License required: levell

Home menu level: /tool , /tool mac-server
Standards and Technologies: MAC Telnet
Hardware usage: Not significant

Related Documents

. Softwar e Package Management

. WinBox
. Ping
. MNDP
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MAC Telnet Server
Home menu level: /tool mac-server
Property Description

interface ( name | all ; default: all ) - interface name to which the mac-server clients will connect
* all - al interfaces

Notes

There is an interface list in this submenu level. If you add some interfaces to this list, you alow
MAC telnet to that interface. Disabled (disabled=yes) item means that interface is not allowed to
accept MAC telnet sessions on that interface.

Example

To enable MAC telnet server on ether 1 interface only:

[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabled
# | NTERFACE
0 al |
[adm n@M kroTi k] tool mac-server> renove 0
[adm n@M kroTi k] tool mac-server> add interface=etherl disabl ed=no
[adm n@M kroTi k] tool mac-server> print
Fl ags: X - disabl ed
# | NTERFACE
0 etherl
[adm n@M kroTi k] tool mac-server>

MAC WinBox Server
Home menu level: /tool mac-server mac-winbox
Property Description

interface ( name | all ; default: all ) - interface name to which it is alowed to connect with Winbox
using MAC-based protocol
e all - al interfaces

Notes
There is an interface list in this submenu level. If you add some interfaces to this list, you allow

MAC Winbox to that interface. Disabled (disabled=yes) item means that interface is not allowed to
accept MAC Winbox sessions on that interface.

Example

To enable MAC Winbox server on ether 1 interface only:

[adm n@M kroTi k] tool mac-server mac-w nbox> print
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Fl ags: X - disabled
# | NTERFACE

0 al |
[adm n@M kroTi k] tool
[ adm n@M kroTi k] tool
[adm n@M kroTi k] tool

Fl ags: X - disabled
# | NTERFACE
0 et herl

[adm n@M kroTi k] tool

mac-server
mac-server
mac-server

mac-server

mac-w nbox> renove 0
mac-w nbox> add i nterface=etherl di sabl ed=no
mac-w nbox> pri nt

mac- wi nbox>

Monitoring Active Session List

Home menu level: /tool mac-server sessions

Property Description

interface ( read-only: name) - interface to which the client is connected to
src-address ( read-only: MAC address) - client's MAC address
uptime ( read-only: time) - how long the client is connected to the server

Example

To see active MAC Telnet sessions:

[adm n@ kroTi k] tool

# | NTERFACE SRC- ADDRESS
00: 0B: 6B: 31: 08: 22 00: 03: 01

0 wanl
[adm n@M kroTi k] tool

nmac-server

mac-server

MAC Telnet Client

Command name: /tool mac-telnet [MAC-address]

Example

[adm n@M kroTi k] > /tool

Logi n: admin
Passwor d:

Trying 00:02: 6F: 06: 59: 42. ..
Connected to 00: 02: 6F: 06: 59: 42

MW MW
MVIWM MW
MW MMWM MW

11
MWM MM MW
MW MW T
MW MW 1T

M kroTi k RouterOS 2.9 (c) 1999-2004

Ter m nal
[adm n@M kroTi k] >

|'i nux detected,

sessions> print

UPTI VE

sessi ons>

mac-t el net 00: 02: 6F: 06: 59: 42

KKK TTTTTTTITTTT KKK

KKK TTTTTTTITTTT KKK

KKK KKK RRRRRR (000000) TTT 11 KKK KKK
KKKKK RRR RRR 00O OGO TTT 11 KKKKK
KKK KKK  RRRRRR o0 OO0 TTT 111 KKK KKK
KKK KKK RRR RRR  OO0000O TTT 11 KKK KKK

http://ww. m krotik. conl

using nultiline input node
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Serial Console and Terminal
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Notes
Example

Console Screen
Description
Property Description
Notes

Example

General Information

Summary

The Serial Console and Terminal are tools, used to communicate with devices and other systems
that are interconnected via serial port. The serial terminal may be used to monitor and configure
many devices - including modems, network devices (including MikroTik routers), and any device
that can be connected to a serial (asynchronous) port.

Specifications

Packages required: system

Licenserequired: levell

Home menu level: /system , /system console, /system serial-terminal
Standards and Technologies: RS-232

Hardware usage: Not significant

Related Documents

. Softwar e Package Management
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Description

The Serial Console (managed side) feature alows configuring one serial port of the MikroTik
router for access to the router's Terminal Console over the serial port. A special null-modem cable
is required to connect the router's serial port with the workstation's or laptop's serial (COM) port. A
terminal emulation program, e.g., HyperTerminal, should be run on the workstation. You can also
use MikroTik RouterOS to connect to an another Serial Console (for example, on a Cisco router).

Several customers have described situations where the Serial Terminal (managing side) feature
would be useful:

* in a mountaintop where a MikroTik wireless installation sits next to equipment (including
switches and Cisco routers) that can not be managed in-band (by telnet through an 1P network)

*  monitoring weather-reporting equipment through a serial-console

e connection to a high-speed microwave modem that needed to be monitored and managed by a
serial-console connection

With the serial-terminal feature of the MikroTik, up to 132 (and, maybe, even more) devices can be
monitored and controlled

Serial Console Configuration

Description

A specia null-modem cable should be used for connecting to the serial console. The Serial Console
cabling diagram for DB9 connectorsis as follows:

Router Side (DB9f) Signal Direction Side (DB9f)
1,6 CD, DSR IN 4
2 RxD IN 3
3 TxD ouT 2
4 DTR ouT 1,6
5 GND - 5
7 RTS ouT
8 CTS IN

Configuring Console

Home menu level: /system console

Property Description

enabled ( yes| no ; default: no) - whether serial console is enabled or not
free ( read-only: text ) - consoleisready for use
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port ( name; default: serialO ) - which port should the serial terminal listen to
term ( text ) - name for the terminal
used ( read-only: text ) - consoleisin use

vcno ( read-only: integer ) - number of virtual console - [Alt]+[F1] represents '1', [Alt]+[F2] - '2,
etc.

wedged ( read-only: text ) - consoleis currently not available
Example

To enable Serial Console with terminal name MyConsole:

[adm n@M kroTi k] system consol e> set 0 di sabl ed=no ter m=MyConsol e
[adm n@M kroTi k] system consol e> print
Flags: X - disabled, W- wedged, U - used, F - free

# PORT VCNO TERM

0 FserialO MyConsol e
1w 1 i nux

2 W 2 l'i nux

3 W 3 l'i nux

4 W 4 l'i nux

5 W 5 l'i nux

6 W 6 l'i nux

7 W 7 l'i nux

8 W 8 l'i nux

[adm n@M kr oTi k] system consol e>

To check if the port is available or used (parameter used-by):

[adm n@M kroTi k] system serial -console> /port print detail
0 nane=serial 0 used-by=Serial Consol e baud-rate=9600 data-bits=8 parity=none
stop-bits=1 fl ow control =none

1 name=serial 1 used-by="" baud-rate=9600 dat a-bits=8 parity=none stop-bits=1
f1 ow control =none

[adm n@M kroTi k] system seri al - consol e>

Using Serial Terminal
Command name: /system serial-terminal

Description

The command is used to communicate with devices and other systems that are connected to router
viaserial port.

All keyboard input is forwarded to the serial port and al data from the port is output to the
connected device. After exiting with [Ctrl]+[Q], the control signals of the port are lowered. The
speed and other parameters of serial port may be configured in the /port directory of router console.
No terminal translation on printed datais performed. It is possible to get the terminal in an unusable
state by outputting sequences of inappropriate control characters or random data. Do not connect to
devices at an incorrect speed and avoid dumping binary data.

Property Description

port ( hame) - port name to use
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Notes

[CtrI]+[Q] and [Ctrl]+[X] have special meaning and are used to provide a possibility of exiting from
nested serial-terminal sessions:

To send [Ctrl]+[X] to to seria port, press [Ctrl]+[X] [Ctrl]+[X]
To send [Ctrl]+[Q] to to seria port, press [Ctrl]+[X] [Ctrl]+[Q]

Example

To connect to a device connected to the serial 1 port:

[adm n@M kroTi k] systenr serial-terminal seriall

[Type Ctrl-Qto return to consol e]
[Crl-Xis the prefix key]

Console Screen

Home menu level: /system console screen

Description

Thisfacility is created to change line number per screen if you have a monitor connected to router.
Property Description

line-count ( 25|40 |50) - number of lines on monitor

Notes

This parameter is applied only to a monitor, connected to the router.

Example

To set monitor's resolution from 80x25 to 80x40:

[adm n@M kroTi k] system consol e screen> set |ine-count=40
[adm n@M kroTi k] system consol e screen> print

i ne-count: 40
[adm n@M kroTi k] system consol e screen>
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Software Package Management
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Description
General Information

Summary

The MikroTik RouterOS is distributed in the form of software packages. The basic functionality of
the router and the operating system itself is provided by the system software package. Other
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packages contain additional software features as well as support to various network interface cards.

Specifications

License required: level1

Home menu level: /system package
Standards and Technologies. ETP
Hardware usage: Not significant

Related Documents

Basic Setup Guide
Driver Management

Software Version Management

License Management

I nstalling RouterOS with Netl nstall
I nstalling RouterOS with CD-I nstall
| nstalling Router OS with Floppies

Description

Features

The modular software package system of MikroTik RouterOS has the following features:

Ability to extend RouterOS functions by installing additional software packages
Optimal usage of the storage space by employing modular/compressed system
Unused software packages can be uninstalled

The RouterOS functions and the system itself can be easily upgraded

Multiple packages can be installed at once

The package dependency is checked before installing a software package. The package will not
beinstalled, if the required software package is missing

The version of the feature package should be the same as that of the system package

The packages can be uploaded on the router using ftp and installed only when the router is
going for shutdown during the reboot process

If the software package file can be uploaded to the router, then the disk space is sufficient for
the installation of the package

The system can be downgraded to an older version by uploading the needed packages to router
viaFTP binary mode. After that, execute command /system package downgrade

Installation (Upgrade)
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Description

Installation or upgrade of the MikroTik RouterOS software packages can be done by uploading the
newer version of the software package to the router and rebooting it.

The software package files are compressed binary files, which can be downloaded from the
MikroTik's web page download section. The full name of the software package consists of a
descriptive name, version number and extension .npk, exempli gratia system-2.9.11.npk,
routerboard-2.9.11.npk. Package routeros-x86 contains all necessary packages for RouterOS
installation and upgrading for RouterBOARD 200 and PC. Package routeros-rb500 contains all
necessary packages for RouterOS instalation and upgrading for RouterBOARD 500. These
packages are preferred installation and upgrading method.

You should check the available hard disk space prior to downloading the package file by issuing
/system resource print command. If there is not enough free disk space for storing the upgrade
packages, it can be freed up by uninstalling some software packages, which provide functionality
not required for your needs. If you have a sufficient amount of free space for storing the upgrade
packages, connect to the router using ftp. Use user name and password of a user with full access
privileges.

Step-by-Step

»  Connect to the router using ftp client

»  Select the BINARY mode file transfer

*  Upload the software package files to the router

»  Check theinformation about the uploaded software packages using the /file print command

*  Reboot the router by issuing the /system reboot command or by pressing Ctrl+Alt+Del keys
at the router's console

o After reboot, verify that the packages were installed correctly by issuing /system package
print command

Notes

The packages uploaded to the router should retain the original name and also be in lowercase.
The installation/upgrade process is shown on the console screen (monitor) attached to the router.

The Free Demo License do not allow software upgrades using ftp. You should do a complete
reinstall from floppies, or purchase the license.

Before upgrading the router, please check the current version of the system package and the
additional software packages. The versions of additional packages should match the version number
of the system software package. The version of the MikroTik RouterOS system software (and the
build number) are shown before the console login prompt. Information about the version numbers
and build time of the installed MikroTik RouterOS software packages can be obtained using the
/system package print command.

Do not use routeros-x86 and router os-rb500 packges to upgrade from version 2.8 or older. To
upgrade use regular packages.
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Packages wirelesstest, rstp-bridge-test, routing-test are included in routeros-x86 and
router os-rb500 packages, but disabled by default.

Uninstallation
Command name: /system package uninstall

Description

Usually, you do not need to uninstall software packages. However, if you have installed a wrong
package, or you need additional free space to install a new one, you have to uninstall some unused
packages.

Notes

If apackage is marked for uninstallation, but it is required for another (dependent) package, then the
marked package cannot be uninstalled. Y ou should uninstall the dependent package too. For the list
of package dependencies see the 'Software Package List; section below. The system package will
not be uninstalled even if marked for uninstallation.

Example

Suppose we need to uninstall security package from the router:

[adm n@M kroTi k] system package> print

# NAME VERS| ON SCHEDULED
0 system 2.9.11

1 routing 2.9.11

2 dhcp 2.9.11

3 hot spot 2.9.11

4 wirel ess 2.9.11

5 web- pr oxy 2.9.11

6 advanced-tool s 2.9.11

7 security 2.9.11

8 ppp 2.9.11

9 routerboard 2.9.11

[adm n@M kroTi k] system package> uninstall security
[admi n@M kroTi k] > .. reboot

Downgrading
Command name: /system package downgrade

Description

Downgrade option allows you to downgrade the software via FTP without losing your license key
or reinstalling the router.

Step-by-Step

*  Connect to the router using ftp client
»  Select the BINARY modefile transfer
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*  Upload the software package files to the router
*  Check theinformation about the uploaded software packages using the /file print command
*  Execute command /system package downgrade. The router will downgrade and reboot.

»  After reboot, verify that the packages were installed correctly by issuing /system package
print command

Command Description

downgrade - this command asks your confirmation and reboots the router. After reboot the
software is downgraded (if all needed packages were uploaded to the router)

Example

To downgrade the RouterOS (assuming that all needed packages are already uploaded):

[adm n@M kroTi k] system package> downgr ade
Router will be rebooted. Continue? [y/N: vy
systemw || reboot shortly

Disabling and Enabling
Command name: /system package disable , /system package enable

Description

Y ou can disable packages making them invisible for the system and later enable them, bringing the
system back to the previous state. It is useful if you don't want to uninstall a package, but just turn
off its functionality.

Notes

If a package is marked for disabling, but it is required for another (dependent) package, then the
marked package cannot be disabled. Y ou should disable or uninstall the dependent package too. For
the list of package dependencies see the 'Software Package List; section below.

If any of the test packages will be enabled (for example wireless-test and routing-test packages, that
are included in routeros-x86.npk and routeros-rb500.npk) system automaticly will disable regular
packages that conflict with them.

Example

Suppose we need to test wir eless-test package features:

[adm n@M kroTi k] system package> print
[admi n@ kroTi k] > system package pr
Flags: X - disabl ed

# NANVE VERS| ON SCHEDULED
0 system 2.9.11
1 rout er boar d 2.9.11
2 X wirel ess-test 2.9.11
3 ntp 2.9.11
4 rout er os-r b500 2.9.11
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5 X rstp-bridge-test 2.9.11
6 wirel ess 2.9.11
7 webpr oxy-t est 2.9.11
8 routing 2.9.11
9 X routing-test 2.9.11
10 ppp 2.9.11
11 dhcp 2.9.11
12 hot spot 2.9.11
13 security 2.9.11
14 advanced-t ool s 2.9.11
[adm n@M kr oTi k] system package> enabl e wirel ess-test

[adm n@M kroTi k] system package> .. reboot

Unscheduling
Command name: /system package unschedule

Description
Unschedule option allows to cancel pending uninstall, disable or enable actions for listed packages.
Notes

packages marked for uninstallation, disabling or enabling on reboot in column "schedule" will have
anote, warning about changes.

Example

Suppose we need to cancel wireless-test package uninstallation action scheduled on reboot:

[adm n@M kroTi k] system package> print
[adm n@M kroTi k] > system package pr
Fl ags: X - disabled

NAME

# VERSI ON SCHEDULED
0 system 2.9.11

1 rout er boar d 2.9.11

2 W rel ess-test 2.9.11 schedul ed for uninstall
3 ntp 2.9.11

4 rout er os-rb500 2.9.11

5 X rstp-bridge-test 2.9.11

6 wirel ess 2.9.11

7  webproxy-test 2.9.11

8 routing 2.9.11

9 X routing-test 2.9.11
10 ppp 2.9.11
11 dhcp 2.9.11
12 hot spot 2.9.11
13 security 2.9.11
14 advanced-t ool s 2.9.11
[adm n@M kroTi k] system package> unschedul e wirel ess-test

[adm n@M kroTi k] system package>

System Upgrade
Home menu level: /system upgrade

Description

This submenu gives you the ability to download RouterOS software packages from a remote
RouterOS router.
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Step-by-Step

Upload desired RouterOS packages to a router (not the one that you will upgrade)

Add this router's IP address, user name and password to /system upgrade
upgr ade-package-sour ce

Refresh available software package list /system upgrade refresh
See available packages, using /system upgrade print command

Download selected or all packages from the remote router, using the download or
download-all command

Property Description

download - download packages from list by specifying their numbers

download-all - download all packages that are needed for the upgrade (packages which are
available in '/system package print' list)

name ( read-only: name) - package name
refresh - updates currently available package list

source ( read-only: IP address) - source IP address of the router from which the package list entry
isretrieved

status ( read-only: available | scheduled | downloading | downloaded | installed ) - package status
version ( read-only: text ) - version of the package

Example

See the available packages:

[

OCONORAWNFROHYD

e el
WN RO

14

dmi n@J kr oTi k] system upgrade> print

SOURCE NAMVE VERSI ON STATUS COVPLETED
192. 168. 25. 8 advanced-t ool s 2.9.11 avail abl e
192. 168. 25. 8 dhcp 2.9.11 avail abl e
192. 168. 25. 8 hot spot 2.9.11 avail abl e
192. 168. 25. 8 i sdn 2.9.11 avail abl e
192.168. 25. 8 nt p 2.9.11 avail abl e
192. 168. 25. 8 2.9.11 avail abl e
192.168. 25. 8 rout er boar d 2.9.11 avail abl e
192. 168. 25. 8 routing 2.9.11 avail abl e
192. 168. 25. 8 security 2.9.11 avail abl e
192. 168. 25. 8 synchr onous 2.9.11 avail abl e
192. 168. 25. 8 system 2.9.11 avail abl e
192. 168. 25. 8 t el ephony 2.9.11 avail abl e
192. 168. 25. 8 ups 2.9.11 avail abl e
192. 168. 25. 8 web- pr oxy 2.9.11 avail abl e
192.168. 25. 8 wirel ess 2.9.11 avail abl e

[adnin@M k}oTik] syst em upgr ade>

To upgrade chosen packages.

[adm n@M kroTi k] system upgrade> downl oad O, 1, 2,5,6,7,8,9, 10, 13, 14
[adm n@M kroTi k] system upgrade> print

WNFROH

SQURCE NANVE VERSI ON STATUS COVPLETED
192.168.25. 8 advanced-t ool s 2.9.11 downl oaded

192. 168. 25. 8 dhcp 2.9.11 downl oadi ng 16 %

192. 168. 25. 8 hot spot 2.9.11 schedul ed

192.168.25. 8 i sdn 2.9.11 avail abl e
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4 192.168.25.8 ntp 2.9.11 avail abl e
5 192.168.25.8 ppp 2.9.11 schedul ed
6 192.168.25.8 rout er board 2.9.11 schedul ed
7 192.168.25.8 routing 2.9.11 schedul ed
8 192.168.25.8 security 2.9.11 schedul ed
9 192.168.25.8 synchr onous 2.9.11 schedul ed
10 192.168.25.8 system 2.9.11 schedul ed
11 192.168.25.8 t el ephony 2.9.11 avail abl e
12 192.168.25.8 ups 2.9.11 avail abl e
13 192.168.25.8 web- pr oxy 2.9.11 schedul ed
14 192.168. 25. 8 wirel ess 2.9.11 schedul ed

[adnin@M kfoTik] syst em upgr ade>

Adding Package Source
Home menu level: /system upgrade upgrade-package-source

Description

In this submenu you can add remote routers from which to download the RouterOS software
packages.

Property Description

address ( IP address ) - source IP address of the router from which the package list entry will be
retrieved

password ( text ) - password of the remote router
user (text) - username of the remote router

Notes

After specifying a remote router in /system upgrade upgrade-package-source, you can type
/system upgrade refresh to refresh the package list and /system upgrade print to see all available
packages.

Example

To add arouter with |P address 192.168.25.8, username admin and no password:

/ syst em upgr ade upgr ade- package-source add address=192. 168. 25. 8 user =admi n
[adm n@M kroTi k] system upgrade upgrade- package-source> print

# ADDRESS USER

0 192.168.25.8 admin

[adm n@M kroTi k] system upgrade upgrade- package- sour ce>

Software Package List
Description

System Software Package

The system software package provides the basic functionality of the MikroTik RouterOS, namely:
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IP address management, ARP, static IP routing, policy routing, firewall (packet filtering,
content filtering, masguerading, and static NAT), traffic shaping (queues), IP traffic
accounting, MikroTik Neighbour Discovery, IP Packet Packing, DNS client settings, IP
service (servers)

Ethernet interface support

IP over 1P tunnel interface support

Ethernet over IP tunnel interface support

driver management for Ethernet I1SA cards

serial port management

local user management

export and import of router configuration scripts

backup and restore of the router's configuration

undo and redo of configuration changes

network diagnostics tools (ping, traceroute, bandwidth tester, traffic monitor)
bridge support

System resource management

package management

telnet client and server

local and remote logging facility

winbox server as well as winbox executable with some plugins

After installing the MikroTik RouterOS, a free license should be obtained from MikroTik to enable
the basic system functionality.

Additional Software Feature Packages

The table below shows additional software feature packages, extended functionality provided by
them, the required prerequisites and additional licenses, if any.

Name Contents Prerequisites Additional License
email client, pingers,
advanced-tools netwatch and other none none
utilities
support for DSSS
arlan 2.4GHz 2mbps none V%/IA;C;';ZS/SCCI;;I&
Aironet 1 SA cards
DHCP server and
dhcp dlient support none none
aps wppggifgéG PS none none
hotspot HotSpot gateway none any additional license
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support for ISDN

isdn devices ppp none
support for
lcd informational LCD none none
display
network time
ntp protocol support nhone nhone
support for PPP,
ppp PPTP, L2TP, PPPoE none none
and I SDN PPP
Provides support for
. ) 2.4GHZz/5GHz
radiolan 5.8GHz RadioLAN none Wireless Client
cards
support for
routerboard Router Boar d-specific none none
functionsand utilities
. support for RIP,
routing OSPE and BGP4 none none
support for IPSEC,
security SSH and secure none none
WinBox connections
support for Frame
Relay and Moxa
C101, Moxa C502,
synchronous Farsync, Cyclades none Synchronous
PC300, LMC SBE
and XPeed
synchronous cards
| P telephony support
telephony (H.323) none none
forces
: . PCl-to-CardBus
thinrouter-pcipc Bridgeto use IRQ 11 none none
asin ThinRouters
APC Smart Mode
ups UPS support none none
HTTP Web proxy
web-proxy support none none
Provides support for 2.4GHz/5GHz
Cisco Aironet cards, Wireless Client /
wireless Prismll and Atheros none 2.4GHz/5GHz
wir eless stations and Wireless Server
APs (optional)
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Software Version Management

Document revision 1.4 (Tue Oct 18 12:24:57 GMT 2005)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents

Summary
Specifications
System Upgrade
Related Documents
Description
Property Description
Example
Adding Package Source
Description
Property Description
Notes

Example

General Information

Summary

To upgrade RouterOS to a more recent version, you can simply transfer the packages to router via
ftp, using the binary transfer mode, and then just rebooting the router.

This manual discusses a more advanced method how to upgrade a router automatically. If you have
more than one router then this can be useful.

Specifications

Packages required: system

License required: level1

Home menu level: /system upgrade

Standards and Technologies. None
Hardware usage: Not significant

System Upgrade
Home menu level: /system upgrade

Related Documents

. Softwar e Package Management

. License Management
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Description

In this submenu you can see available packages and are able to choose which to install from a
remote router.

At first you upload new packages to the router via ftp, using the binary data transfer mode. Then
(from another router, which you will upgrade) add the router's P on which are the packages listed
in the /system upgrade upgrade-package-source list. Afterwards, you type /system upgrade
refr esh to update the available package list. To see all available packages, choose /system upgrade
print command.

Property Description

download - download packages from list by specifying their numbers

download-all - download all packages that are needed for the upgrade (packages which are
available in '/system package print' list)

name ( read-only: name) - package name

refresh - updates currently available package list

source ( read-only: IP address) - source IP address of the router from which the package list entry
isretrieved

status ( read-only: available | scheduled | downloading | downloaded | installed ) - package status
version ( read-only: text ) - version of the package

Example

See the available packages:

[adm n@M kroTi k] system upgrade> print
# SOURCE NAMVE VERSI ON STATUS COVPLETED
0 192.168.25.8 advanced-tool s 2.9 avail abl e
1 192.168.25.8 dhcp 2.9 avail abl e
2 192.168.25.8 hot spot 2.9 avail abl e
3 192.168.25.8 i sdn 2.9 avail abl e
4 192.168.25.8 nt p 2.9 avail abl e
5 192.168.25.8 2.9 avail abl e
6 192.168.25.8 rout er boar d 2.9 avail abl e
7 192.168.25.8 routing 2.9 avail abl e
8 192.168.25.8 security 2.9 avail abl e
9 192.168.25.8 synchr onous 2.9 avail abl e
10 192.168.25.8 system 2.9 avail abl e
11 192.168.25.8 t el ephony 2.9 avail abl e
12 192.168.25.8 ups 2.9 avail abl e
13 192.168.25.8 web- pr oxy 2.9 avail abl e
14 192. 168. 25. 8 wirel ess 2.9 avail abl e
[adm n@M kroTi k] system upgrade>
To upgrade chosen packages:

[adm n@M kroTi k] system upgrade> downl oad O, 1, 2,5,6,7,8,9, 10, 13, 14
[adm n@M kroTi k] system upgrade> print

# SOURCE NAME VERSI ON STATUS COVPLETED
0 192.168.25.8 advanced-t ool s 2.9 downl oaded

1 192.168.25.8 dhcp 2.9 downl oadi ng 16 %

2 192.168.25.8 hot spot 2.9 schedul ed

3 192.168.25.8 i sdn 2.9 avail abl e

4 192.168.25.8 ntp 2.9 avail abl e

5 192.168. 25.8 ppp 2.9 schedul ed
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6 192.168.25.8 rout er board 2.9 schedul ed
7 192.168.25.8 routing 2.9 schedul ed
8 192.168.25.8 security 2.9 schedul ed
9 192.168.25.8 synchr onous 2.9 schedul ed
10 192.168.25.8 system 2.9 schedul ed
11 192.168.25.8 t el ephony 2.9 avail abl e
12 192.168.25.8 ups 2.9 avail abl e
13 192.168. 25.8 web- pr oxy 2.9 schedul ed
14 192.168. 25.8 wirel ess 2.9 schedul ed

[adm n@M kroTi k] system upgrade>

Adding Package Source
Home menu level: /system upgrade upgrade-package-source

Description

Here can you specify |P address, username and password of the remote hosts from which you will
be able to get packages.

Property Description

address ( IP address ) - source IP address of the router from which the package list entry will be
retrieved

user (text) - username of the remote router
Notes

After specifying a remote router in '/system upgrade upgrade-package-source, you can type
'[system upgrade refresh’ to refresh the package list and ‘/system upgrade print' to see all available
packages.

Adding an upgrade source you will be prompted for a password.

Example

To add arouter, with username admin and no password, from which the packages will be retrieved:

[adm n@M kroTi k] system upgrade upgrade- package-source> print
# ADDRESS USER

0 192.168.25.8 admin

[adm n@M kroTi k] system upgrade upgrade-package-source>
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SSH (Secure Shell) Server and Client

Document revision 2.0 (Fri Mar 05 09:09:40 GMT 2004)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents

Summary

Specifications

Related Documents

Additional Documents
SSH Server

Description

Property Description

Example
SSH Client

Property Description
Example

General Information

Summary

SSH Client authenticates server and encrypts traffic between the client and server. You can use
SSH just the same way as telnet - you run the client, tell it where you want to connect to, give your
username and password, and everything is the same after that. After that you won't be able to tell
that you're using SSH. The SSH feature can be used with various SSH Telnet clients to securely
connect to and administrate the router.

The MikroTik RouterOS supports:

e SSH 1.3, 1.5, and 2.0 protocol standards

»  server functions for secure administration of the router

*  telnet session termination with 40 bit RSA SSH encryption is supported

e  secureftpissupported

»  preshared key authentication is not supported

The MikroTik RouterOS has been tested with the following SSH telnet terminals:
«  PuTTY

*  Secure CRT

e OpenSSH GNU/Linux client

Specifications

Packages required: security

Page 81 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Licenserequired: levell

Home menu level: /system ssh
Standards and Technologies: SSH
Hardware usage: Not significant

Related Documents

. Package Management

Additional Documents

. http: //www.freessh.org/

SSH Server

Home menu level: /ip service

Description

SSH Server is aready up and running after MikroTik router installation. The default port of the
serviceis 22. You can set adifferent port number.

Property Description

name ( hame) - service name
port (integer : 1..65535) - port the service listens to

address ( IP address | netmask ; default: 0.0.0.0/0 ) - IP address from which the service is
accessible

Example

Let's change the default SSH port (22) to 65 on which the SSH server listens for requests:

[adm n@M kroTi k] ip service> set ssh port=65
[adm n@M kroTi k] ip service> print

Flags: X - disabled, I - invalid
# NAME PORT ADDRESS CERTI FI CATE
0 telnet 23 0.0.0.0/0
1 ftp 21 0.0.0.0/0
2 ww 80 0.0.0.0/0
3 ssh 65 0.0.0.0/0
4 X www« ssl 443 0.0.0.0/0
[adm n@M kroTi k] ip service>

SSH Client

Command name: /system ssh
Property Description

port ( integer ; default: 22 ) - which TCP port to use for SSH connection to a remote host
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user (text ; default: admin ) - username for the SSH login
Example

[adm n@M kroTi k] > /system ssh 192.168. 0.1 user=pakal ns port=22
adm n@92. 168.0. 1' s password:

MW MWW KKK TTTTTTTITTITT KKK
MVIVM MVIVM KKK TTTTTTTITTITT KKK

MW MWW MW 111 KKK KKK RRRRRR (000000) TTT 11 KKK KKK
MWM MM MW 1] KKKKK RRR RRR 00O OGO TTT 11 KKKKK
MW MW 111 KKK KKK RRRRRR 000 00O TTT Il KKK KKK
MW MW 111 KKK KKK RRR RRR 000000 TTT 11 KKK KKK
M kroTi k RouterGS 2.9rc7 (c) 1999-2005 http://ww. m krotik.conl

Term nal unknown detected, using single line input node
[adm n@M kroTi k] >
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Telnet Server and Client

Document revision 2.1 (Mon Jul 19 07:31:04 GMT 2004)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents
Summary
Specifications
Related Documents

Telnet Server
Description
Example

Telnet Client
Description
Example

General Information

Summary

MikroTik RouterOS has a build-in Telnet server and client features. These two are used to
communicate with other systems over a network.

Specifications

Packages required: system

Licenserequired: levell

Home menu level: /system , /ip service
Standards and Technologies: Telnet (RFEC 854)
Hardware usage: Not significant

Related Documents

. Package Management

. System Resource Management

Telnet Server
Home menu level: /ip service

Description

Telnet protocol is intended to provide a fairly general, bi-directional, eight-bit byte oriented
communications facility. The main goa is to alow a standard method of interfacing terminal
devices to each other.
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MikroTik RouterOS implements industry standard Telnet server. It uses port 23, which must not be
disabled on the router in order to use the feature.

Y ou can enable/disable this service or allow the use of the service to certain | P addresses.

Example

[adm n@V kroTi k] ip service> print detail
Flags: X - disabled, | - invalid
0 nane="t el net" port=23 address=0.0.0.0/0
1 nane="ftp" port=21 address=0.0.0.0/0
2 name="ww/' port=80 address=0.0.0.0/0
3 nane="hot spot" port=8088 address=0.0.0.0/0
4 nane="ssh" port=65 address=0.0.0.0/0

5 X name="hot spot-ssl" port=443 address=0.0.0.0/0 certificate=none
[admi n@M kroTi k] ip service>

Telnet Client
Command name: /system telnet [ P address] [port]

Description

MikroTik RouterOS telnet client is used to connect to other hosts in the network via Telnet
protocol.

Example

An example of Telnet connection:

[adm n@M kroTi k] > systemtelnet 172.16.0.1
Trying 172.16.0. 1. ..

Connected to 172.16.0. 1.

Escape character is '""]'.

M kroTi k v2.9
Logi n: admin

Passwor d:
MW MWM KKK TTTTTTTTTTT KKK
MVIVM MVIVM KKK TTTTTTTTTTT KKK
MW MVWM MW 111 KKK KKK RRRRRR 000000 TTT Il KKK KKK
MW MM MW 11 KKKKK RRR RRR 00O OO0 TTT 11 KKKKK
MW MW 111 KKK KKK  RRRRRR 000 00Oo TTT Il KKK KKK
MW MW 111 KKK KKK RRR RRR 000000 TTT Il KKK KKK
M kroTi k RouterOS 2.9 (c) 1999-2004 http://ww. m krotik.com

Term nal unknown detected, using single line input node
[adm n@M kroTi k] >
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Description

General Information

Summary

The Terminal Console is used for accessing the MikroTik Router's configuration and management
features using text terminals, id est remote terminal clients or locally attached monitor and
keyboard. The Terminal Console is also used for writing scripts. This manual describes the general
console operation principles. Please consult the Scripting Manual on some advanced console
commands and on how to write scripts.

Specifications

Packages required: system
Licenserequired: levell
Hardware usage: Not significant

Related Documents

. Scripting Host and Complementary Tools
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Common Console Functions

Description

The console allows configuration of the router's settings using text commands. Although the
command structure is similar to the Unix shell, you can get additional information about the
command structure in the Scripting Host and Complementary Tools manual. Since thereis alot
of available commands, they are split into groups organized in a way of hierarchical menu levels.
The name of a menu level reflects the configuration information accessible in the relevant section,
exempli gratia /ip hotspot.

In general, al menu levels hold the same commands. The difference is expressed mainly in
command parameters.

Example

For example, you can issue the /ip route print command:

[admi n@ kroTik] > /ip route print

Fl ags: A - active, X - disabled, | - invalid, D - dynanic,

C - connect, S - static, r - rip, b - bgp, o - ospf, d - dynamc
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 ADC 1.1.1.0/24 i sp2
1 AS22.2.0/24 r 1.1.1.2 0 i sp2
2 ADC 3.3.3.0/24 bondi ngl
3 ADC 10.1.0.0/ 24 i spl
4 AS0.0.0.0/0 r 10.1.0.1 0 i spl

[adm n@M kroTi k] >

Instead of typing ip route path before each command, the path can be typed only once to move into
this particular branch of menu hierarchy. Thus, the example above could also be executed like this:

[admi n@M kroTik] > ip route
[admi n@ kroTik] ip route> print

Fl ags: A - active, X - disabled, | - invalid, D - dynanic,

C - connect, S - static, r - rip, b - bgp, o - ospf, d - dynamc
# DST- ADDRESS G GATEWAY DI STANCE | NTERFACE
0 ADC 1.1.1.0/24 i sp2
1 AS2.22.0/24 r 1.1.1.2 0 i sp2
2 ADC 3.3.3.0/24 bondi ngl
3 ADC 10.1.0.0/24 i spl
4 AS0.0.0.0/0 r 10.1.0.1 0 i spl

[admi n@M kroTi k] ip route>

Notice that the prompt changes in order to reflect where you are located in the menu hierarchy at
the moment . To move to the top level again, type/:

[adm n@M kroTik] > /ip route
[adm n@M kroTik] ip route> /
[adm n@M kroTi k] >

To move up one command level, type ...

[adm n@ kroTik] ip route> ..
[adm n@M kroTi k] ip>

You can also use/ and .. to execute commands from other menu levels without changing the current
level:
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Q
3

in@ kroTik] ip route> /ping 10.0.0.1

.0.1 ping tineout

ckets transmitted, O packets received, 100% packet | oss

in@ kroTik] ip firewall nat> .. service-port print

: X - disabled, | - invalid

NAME PORTS
ftp 21
tftp 69
irc 6667
X h323

quake3

ms

gre

a
0

ﬂ_ﬁh,HFﬁ
O NOOPWNRFRPROH—TOD
» QT
Q380

_pptp , . .
dmi n@ kroTik] ip firewall nat>

—

Lists and Item Names
Description

Lists

Many of the command levels operate with arrays of items: interfaces, routes, users etc. Such arrays
are displayed in smilarly looking lists. All items in the list have an item number followed by its
parameter values.

To change parameters of an item, you have to specify it's number to the set command.

Item Names

Some lists have items that have specific names assigned to each. Examples are interface or user
levels. There you can use item names instead of item numbers.

You do not have to use the print command before accessing items by name. As opposed to
numbers, names are not assigned by the console internally, but are one of the items properties.
Thus, they would not change on their own. However, there are all kinds of obscure situations
possible when several users are changing router's configuration at the same time. Generaly, item
names are more "stable" than the numbers, and also more informative, so you should prefer them to
numbers when writing console scripts.

Notes

I[tem numbers are assigned by print command and are not constant - it is possible that two
successive print commands will order items differently. But the results of last print commands are
memorized and thus, once assigned, item numbers can be used even after add, remove and move
operations (after move operation item numbers are moved with the items). Item numbers are
assigned on per session basis, they will remain the same until you quit the console or until the next
print command is executed. Also, numbers are assigned separately for every item list, so ip
address print would not change numbers for interface list.

Example
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[admi n@M kroTi k] interface> set 0 nmtu=1200

ERROR item nunber nust be assigned by a print command
use print command before using an item nunber in a command
[adm n@M kroTi k] interface> print

Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE RX- RATE TX- RATE MruU
0 R Public et her 0 0 1500
1 R Local et her 0 0 1500
2 Rwanl w an 0 0 1500

[adm n@M kroTi k] interface> set 0O

disabled mtu name rx-rate tx-rate

[admi n@ kroTi k] interface> set 0 ntu=1200
[adm n@M kroTi k] interface> set wl anl nmt u=1300
[adm n@M kroTi k] interface> print

Fl ags: X - disabled, D - dynamic, R - running

# NAME TYPE RX- RATE TX- RATE MIru
0 R Public et her 0 0 1200
1 R Local et her 0 0 1500
2 Rwanl w an 0 0 1300

[adm n@M kroTi k] interface>
Quick Typing

Description

There are two features in the console that help entering commands much quicker and easier - the
[Tab] key completions, and abbreviations of command names. Completions work similarly to the
bash shell in UNIX. If you press the [Tab] key after a part of a word, console tries to find the
command within the current context that begins with this word. If there is only one match, it is
automatically appended, followed by a space:

/inte[ Tab] _becomes/interface _

If there is more than one match, but they all have a common beginning, which is longer than that
what you have typed, then the word is completed to this common part, and no space is appended:

/interface set e[ Tab]_ becomes/interface set et her _

If you've typed just the common part, pressing the tab key once has no effect. However, pressing it
for the second time shows all possible completions in compact form:

[adm n@M kroTi k] >
[ adm n@M kr oTi k]
[adm n@M kroTi k] >
etherl ether5

[adm n@M kroTi k] > interface set ether_

interface set e[ Tab]_
interface set ether[Tab]_
interface set ether[Tab]_

\

The [Tab] key can be used amost in any context where the console might have a clue about
possible values - command names, argument names, arguments that have only severa possible
values (like names of items in some lists or name of protocol in firewall and NAT rules).You
cannot complete numbers, 1P addresses and similar values.

Another way to press fewer keys while typing is to abbreviate command and argument names. Y ou
can type only beginning of command name, and, if it is not ambiguous, console will accept it as a
full name. So typing:

[admi n@ kroTi k] > pi 10.1 ¢ 3 si 100
equal s to:

[adm n@M kroTi k] > ping 10.0.0.1 count 3 size 100
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Notes

Pressing [Tab] key while entering IP address will do a DNS lookup, instead of completion. If what
is typed before cursor is a valid IP address, it will be resolved to a DNS name (reverse resolve),
otherwise it will be resolved directly (i.e. to an IP address). To use this feature, DNS server must be
configured and working. To avoid input lockups any such lookup will timeout after half a second,
so you might have to press[Tab] several times, before the name is actually resolved.

It is possible to complete not only beginning, but also any distinctive substring of a name: if thereis
no exact match, console starts looking for words that have string being completed asfirst letters of a
multiple word name, or that simply contain letters of this string in the same order. If single such
word isfound, it is completed at cursor position. For example:

[admi n@ kroTi k] > interface x[ TAB]_
[adm n@M kroTi k] > interface export _

interface nt[TAB] _

[adm n@M kr oTi k]
] interface nonitor-traffic _

[ adm n@M kroTi k

vV Vv

Additional Information
Description

Built-in Help

The console has a built-in help, which can be accessed by typing ?. General rule is that help shows
what you can type in position where the ? was pressed (similarly to pressing [Tab] key twice, but in
verbose form and with explanations).

Internal Item Numbers

Y ou can specify multiple items as targets to some commands. Almost everywhere, where you can
write the number of item, you can also write alist of numbers:

[adm n@M kroTi k] > interface print
Flags: X - disabled, D - dynamc, R - running

# NANVE TYPE MTU
0 Retherl et her 1500
R ether2 et her 1500
R ether3 et her 1500
R ether4 et her 1500
{a mi kroTi k] > interface set 0,1,2 ntu=1460
a
Fl

- disabled, D - dynanmic, R - running

TYPE

therl et her 1460

t her2 et her 1460

ther3 et her 1460
3 Rether4 et her 1500

[adm n@M kroTi k] >

£

1

2

3

dm n@M

dmi n@ kroTi k] > interface print
ags: X

#

0

1

2

General Commands
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Description

There are some commands that are common to nearly all menu levels, namely: print, set, remove,
add, find, get, export, enable, disable, comment, move. These commands have similar behavior
throughout different menu levels.

Command Description

print - shows all information that's accessible from particular command level. Thus, /system clock
print shows system date and time, /ip route print shows all routes etc. If there's a list of items in
current level and they are not read-only, i.e. you can change/remove them (example of read-only
item list is /system history, which shows history of executed actions), then print command also
assigns numbers that are used by all commands that operate with items in thislist. - applicable only
to lists of items. The action is performed with all items in this list in the same order in which they
are given. - forces the print command to use tabular output form - forces the print command to use
property=value output form - shows the number of items - prints the contents of the specific
submenu into afile. This file will be available in the router's ftp - shows the output from the print
command for every interval seconds - prints the oid value, which is useful for SNMP - prints the
output without paging, to see printed output which does not fit in the screen, use [Shift]+[PgUp]
key combination

It is possible to sort print output. Like this:

[admi n@M kroTi k] interface> print type=ether
Fl ags: X - disabled, D - dynamic, R - running

# NANVE TYPE RX- RATE TX- RATE Mru
0 Rispl et her 0 0 1500
1 Risp2 et her 0 0 1500

[adm n@M kroTi k] interface>

set - allows you to change values of general parameters or item parameters. The set command has
arguments with names corresponding to values you can change. Use ? or double [Tab] to see list of
al arguments. If thereisalist of itemsin this command level, then set has one action argument that
accepts the number of item (or list of numbers) you wish to set up. This command does not return
anything.

add - this command usually has all the same arguments as set, except the action number argument.
It adds a new item with values you have specified, usually to the end of list (in places where order is
relevant). There are some values that you have to supply (like the interface for a new route), other
values are set to defaults unless you explicitly specify them. - Copies an existing item. It takes
default values of new item's properties from another item. If you do not want to make exact copy,
you can specify new values for some properties. When copying items that have names, you will
usually have to give a new name to a copy - add command returns internal number of item it has
added - places a new item before an existing item with specified position. Thus, you do not need to
use the move command after adding an item to the list - controls disabled/enabled state of the newly
added item(-s) - holds the description of anewly created item

remove - removes item(-s) from alist - contains number(-s) or name(-s) of item(-s) to remove.

move - changes the order of itemsin list where one is relevant. Item numbers after move command
are left in a consistent, but hardly intuitive order, so it's better to resync them by using print after
each move command. - first argument. Specifies the item(-s) being moved. - second argument.

Page 91 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



Specifies the item before which to place all items being moved (they are placed at the end of the list
if the second argument is omitted).

find - The find command has the same arguments as set, and an additional from argument which
works like the from argument with the print command. Plus, find command has flag arguments like
disabled, invalid that take values yes or no depending on the value of respective flag. To see all
flags and their names, look at the top of print command's output. The find command returns internal
numbers of all items that have the same values of arguments as specified.

edit - this command is in every place that has set command, it can be used to edit values of
properties, exempli gratia: [ admi n@ kroTi k] ip route> print Flags: A - active, X - disabled,
| - invalid, D - dynamic, C - connect, S - static, r - rip, b - bgp, o - ospf, d -
dynani ¢ # DST- ADDRESS G GATEWAY DI STANCE | NTERFACE 0 ADC 1.1.1.0/24 isp2 1 A S 2.2.2.0/24
r 1.1.1.2 0 isp2 2 ADC 3.3.3.0/24 bondingl 3 ADC 10.1.0.0/24 ispl 4 A S 0.0.0.0/0 r
10.1.0.1 0 ispl [admin@A kroTik] ip route> edit 1 gateway

Safe Mode

Description

It is possible to change router configuration in a way that will make it not accessible except from
local console. Usualy this is done by accident, but there is no way to undo last change when
connection to router is aready cut. Safe mode can be used to minimize such risk.

Safe mode is entered by pressing [Ctrl]+[X]. To quit safe mode, press [Ctrl]+[X] again.

[adm n@ kroTi k] ip route>[Ctrl]+[X]
[ Saf e Mbde taken]

[adm n@M kroTi k] ip route<SAFE>

Message Safe M ode taken is displayed and prompt changes to reflect that session is now in safe
mode. All configuration changes that are made (also from other login sessions), while router isin
safe mode, are automatically undone if safe mode session terminates abnormally. You can see all
such changes that will be automatically undone tagged with an F flag in system history:

[adm n@ kroTi k] ip route>

[ Saf e Mbde taken]

[admi n@M kroTi k] ip route<SAFE> add

[adm n@M kroTi k] ip route<SAFE> /system history print
Flags: U - undoable, R - redoable, F - floating-undo

ACTI ON BY POLI CY
F route added adm n wite

Now, if telnet connection is cut, then after awhile (TCP timeout is 9 minutes) all changes that were
made while in safe mode will be undone. Exiting session by [Ctrl]+[D]emphasis> aso undoes all
safe mode changes, while /quit does not.

If another user tries to enter safe mode, he's given following message:

[adm n@M kroTi k] >
Hi j acki ng Safe Mode from soneone - unroll/release/don't take it [u/r/d]:

* [u] - undoes all safe mode changes, and puts the current session in safe mode.
* [d] - leaves everything as-is.
e [r] - keeps al current safe mode changes, and puts current session in a safe mode. Previous
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owner of safe mode is notified about this;

[adm n@M kroTik] ip firewall rule input
[ Saf e node rel eased by anot her user]

If too many changes are made while in safe mode, and there's no room in history to hold them all
(currently history keeps up to 100 most recent actions), then session is automatically put out of the
safe mode, no changes are automatically undone. Thus, it is best to change configuration in small
steps, while in safe mode. Pressing [Ctrl]+[X] twice is an easy way to empty safe mode action list.
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Summary

The MikroTik RouterOS can be configured remotely, using Telnet, SSH, WinBox Console or
Webbox. In this manual we will discuss how to use the interactive WinBox console.

Description

The Winbox console is used for accessing the MikroTik Router configuration and management
features, using graphical user interface (GUI).

All Winbox interface functions are as close as possible to Console functions. all Winbox functions
are exactly in the same hierarchy in Terminal Console and vice versa (except functions that are not
implemented in Winbox). That is why there are no Winbox sections in the manual.

The Winbox Console plugin loader, the winbox.exe program, can be retrieved from the MikroTik
router, the URL is http://router _address/winbox/winbox.exe Use any web browser on Windows
95/98/ME/NT4.0/2000/XP or Linux to retrieve the winbox.exe executable file from Router. If your
router is not gpecifically configured, you can aso type in the web-browser just
http://router_address

The Winbox plugins are cached on the local disk for each MikroTik RouterOS version. The plugins
are not downloaded, if they are in the cache, and the router has not been upgraded since the last
time it has been accessed.

Starting the Winbox Console

When connecting to the MikroTik router via http (TCP port 80 by default), the router's Welcome
Pageis displayed in the web browser:
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M'-kro Tik webbox 2.9.5 login:

winbox _________________________________ WWebbox |

winbox is the graphical
—_— J configuration application for
: FRouterds, Cownload it, run it
and connect to your router -
all Routeros functionality can
be controlled with this

This is a web based
configuration interface for
Fouter2s. Log in abowve to
connect to this router - some
of the most impartant
Fouterds features can be

application, controlled within this
interface,
Graphs |

Connect with telnet and you
will have access to the
commmand line interface of
Router0s, every function of
Router2S can be controlled
with it.

These graphs show wou
statistial information about

yvour router's interfaces and
the traffic that goes through
them. Before yvou use
Graphs, you have to

confiqure them,

We have written many Mil:rotik, Router2s and the
tutorials, examples and Mikrotil: logo are registered
ranuals for Routeros, all of traderarks of Mikrotile Ltd,
which are available here on Please read the license

our homepage. If you get
into trouble, you can always
asl; for technical support,

mikrotik routeros 2.9.5 configuration page

By clicking on the Winbox link you can start the winbox.exe download. Choose Open to start the
Winbox loader program (you can also save this program to your local disk, and run it from there)

The winbox.exe program opens the Winbox login window.
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™ WinBox Loader v2.2.7 o ]

Cornect To: [192 168.0.1 | [ connect |

Lagin: {admin

FPazzword:
Save
[ Keep Paszsword
v Secure Mode B ermave
Mote: IMikrnTik Toals...
Addresz ¢ l=er Mate
where:

discovers and shows MNDP (MikroTik Neighbor Discovery Protocol) or CDP (Cisco
Discovery Protocol) devices.

WinBox Loader ¥2.2, = | 0] x|

Cannect To: [10.1.0.182 .| Comest |
Lodir MAC Addrezs | |P &ddress | [dentity | Werzion |
A 00:0C:42:02:07:20 oooo ard_FL_S'W/ 297
Passward: | O0-0C:42:02:01:ED oooo 2nd_FL_SW 297
00-0C:42:02:01:E3 00o0an 2nd_FL_SWwW 29y
00:0C:42:02:01:FB oooo ard_FL_S%W 2.9rcf
00:0C: 42:02:15:52 0.0.00 Switchdpartdfloor 297
00:0C: 42022775 0.0.00 Switchdpartdfloor 297
Mote: | 00:0C:42:03:1E:D4 1058123 MikraTik 2492
00:0C:42:03:27:DB 10.5.8.236 USER_MAM 291
[ — 00:0C:42:03:46:74 10.5.8.100 MA_ G 219
00:0C:42:03:51:95 10.5.8.237 USER_MTEST 292
00:0C:42:04:00:73 1058144 MikraT ik 292
00:30:4F: 2378 20 10.5.8.1 web-prosy 2495
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Connect

logs on to the router by specified IP address (and the port number if you have changed it from
the default value of 80) or MAC Address (if the router is in the same subnet), user name, and
password.

Save
saves the current sessions to the list (to run them, just double-click on an item).

Remaoyve

removes selected item from the list.

Toals...

removes al items from the list, clears cache on the local disk, imports addresses from whbx file
or exports them to whbx file.

WinBox Loader ¥2.2.7 o ]

Connect Ta: [10.1.0.182 .| Comnect |
Login:
Pazzward:
Save
[ Keep Pazzword
W Secure Mode Hemove
Mate: I Tools...

Femove All Addresses
Clear Cache

Address 4 =zer Mate

Export Addresses, ..
Import Addresses, ..

*  Secure Mode
provides privacy and data integrity between WinBox and RouterOS by means of TLS
(Transport Layer Security) protocol.

*  Keep Password
Saves password as a plain text on alocal hard drive. Warning: storing passwords in plain text
allows anybody with access to your files to read the password from there.

The Winbox Console of the router:
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= admin® 192, 168.0.1 (MikroTik) - WinBox ¥2.9rcT

Ml interface List
+|=| [vfx] [0
| Hame ¢ | Tope [MTU  |[TxRate |[RuRate [TwPac . |AxPac. |
It buidigal Eridge 1500 0 bps Obps
jpather Etharat 1500 14.4 kbps 57 kbps
alralhel Etheiril 1500 1362 bps | 2B kbps
Abwdanl wineless (aiheros AR5 2] 1500 0 bps Obps
WD 1500 0 bps 0 bpsz
winsdass [Atheros ARGZT3) 15000 0 bps Obps

Ireroce: TSN, - | Poiocol [21y
Sec. Address: [0.0.00/0 a  Dst Addess 00000
Fort B =] & Enty Timeout [0000 03

|Et.. « |Protocal |Sic. Addiess | Sic. Pont |Dst dddiess | Dist. Part |[TxFate |RxFale |TxPack..
Oli) Glicpl 19216802 3649 200 24371295 4662 WG bps 245 bps 16
Ol Blep) 19216802 20 21319660106 4651 Z0bps 605 bps 0
Olig) Blep) 19216802 3860 P1.3569% 4662 1286 bps 1122 bos 128
Ofip) Efep] 19216802 3650 g337.23341  &662 213bps 245 bos
Olis) Gliep] 19216802 3651 BAZNI41 BT 4EG2 Z13bpe 245 boe
Olp) 170uds) 192716802 2085 19216801 0 1418bps  Obps
Olip) Glep) 13216802 3600 19216801 8290 (winbosl | 92kbps 2B kbps

The Winbox Console uses TCP port 8291. After logging onto the router you can work with the
MikroTik router's configuration through the Winbox console and perform the same tasks as using
the regular console.

Overview of Common Functions

Y ou can use the menu bar to navigate through the router's configuration menus, open configuration
windows. By double clicking on some list items in the windows you can open configuration
windows for the specific items, and so on.

There are some hints for using the Winbox Console:

*  Toopen the required window, simply click on the corresponding menu item
* ok
Add anew entry

Remove an existing entry
t

Enable an item
R

Disable anitem
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I

Make or edit a comment

N
Refresh awindow
* K
Undo an action
¢ i
Redo an action
N

Logout from the Winbox Console

Troubleshooting

Description

« Canl run WinBox on Linux?
*  Yes, you can run WinBox and connect to RouterOS, using Wine

e | cannot open the Winbox Console
Check the port and address for www service in /ip service print list. Make sure the address
you are connecting from matches the network you've specified in address field and that you've
specified the correct port in the Winbox loader. The command /ip service set www port=80
address=0.0.0.0/0 will change these values to the default ones so you will be able to connect
specifying just the correct address of the router in the address field of Winbox |oader

The Winbox Console uses TCP port 8291. Make sure you have access to it through the
firewall.
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Document revision 1.3 (Tue Sep 20 19:02:32 GMT 2005)
This document appliesto MikroTik RouterOS V2.9

Table of Contents

Table of Contents

Summary

Specifications

Related Documents
|P Addressing

Description

Property Description

Notes

Example
Address Resolution Protocol

Description

Property Description

Notes

Example
Proxy-ARP feature

Description

Example
Unnumbered Interfaces

Description

Example
Troubleshooting

Description
General Information

Summary

The following Manual discusses IP address management and the Address Resolution Protocol
settings. 1P addresses serve as identification when communicating with other network devices using
the TCP/IP protocol. In turn, communication between devices in one physical network proceeds
with the help of Address Resolution Protocol and ARP addresses.

Specifications

Packages required: system

License required: levell

Home menu level: /ip address, /ip arp
Standards and Technologies: 1P, ARP
Hardware usage: Not significant

Related Documents
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. Softwar e Package Management

IP Addressing

Home menu level: /ip address

Description

| P addresses serve for a general host identification purposes in IP networks. Typical (IPv4) address
consists of four octets. For proper addressing the router also needs the network mask value, id est
which bits of the complete IP address refer to the address of the host, and which - to the address of
the network. The network address value is calculated by binary AND operation from network mask
and |P address values. It's also possible to specify IP address followed by slash "/" and amount of
bits assigned to a network mask.

In most cases, it is enough to specify the address, the netmask, and the interface arguments. The
network prefix and the broadcast address are calculated automatically.

It is possible to add multiple IP addresses to an interface or to leave the interface without any
addresses assigned to it. Leaving a physical interface without an IP address is not a must when the
bridging between interfaces is used. In case of bridging, the IP address can be assigned to any
interface in the bridge, but actually the address will belong to the bridge interface. Y ou can use /ip
address print detail to see to which interface the address belongs to.

MikroTik RouterOS has following types of addresses:

* Static - manually assigned to the interface by a user

* Dynamic - automatically assigned to the interface by estabilished ppp, ppptp, or pppoe
connections

Property Description

actual-interface ( read-only: name ) - only applicable to logical interfaces like bridges or tunnels.
Holds the name of the actual hardware interface the logical oneis bound to.

address ( IP address) - IP address

broadcast ( IP address ; default: 255.255.255.255 ) - broadcasting | P address, calculated by default
from an | P address and a network mask

disabled ( yes|no ; default: no ) - specifies whether the address is disabled or not
interface ( name) - interface name the IP address is assigned to
netmask ( IP address ; default: 0.0.0.0 ) - specifies network address part of an IP address

network ( IP address ; default: 0.0.0.0 ) - IP address for the network. For point-to-point links it
should be the address of the remote end

Notes

Y ou cannot have two different |P addresses from the same network assigned to the router. Exempli
gratia, the combination of IP address 10.0.0.1/24 on the etherl interface and IP address
10.0.0.132/24 on the ether 2 interface is invalid, because both addresses belong to the same network
10.0.0.0/24. Use addresses from different networks on different interfaces, or enable proxy-arp on
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ether1 or ether 2.

Example

[adm n@M kroTi k] ip address> add address=10. 10. 10. 1/ 24 interface=et her2
[adm n@M kroTi k] ip address> print
Flags: X - disabled, | - invalid, D - dynamc

#  ADDRESS NETVORK BROADCAST | NTERFACE
0 2.2.2.1/24 2.2.2.0 2.2.2.255 et her 2
1 10.5.7.244] 24 10.5.7.0 10. 5. 7. 255 etherl
2 10. 10. 10. 1/ 24 10.10.10.0 10. 10. 10. 255 et her 2

[adm n@M kroTi k] ip address>

Address Resolution Protocol
Home menu level: /ip arp

Description

Even though IP packets are addressed using |IP addresses, hardware addresses must be used to
actually transport data from one host to another. Address Resolution Protocol is used to map OSI
level 3 IP addreses to OSl level 2 MAC addreses. A router has a table of currently used ARP
entries. Normally the table is built dynamically, but to increase network security, it can be built
statically by means of adding static entries.

Property Description

address ( IP address) - IP address to be mapped
inter face ( name ) - interface name the IP addressis assigned to
mac-address ( MAC address ; default: 00:00:00:00:00:00 ) - MAC address to be mapped to

Notes

Maximal number of ARP entriesis 8192.

If arp feature is turned off on the interface, i.e., arp=disabled is used, ARP requests from clients
are not answered by the router. Therefore, static arp entry should be added to the clients as well. For
example, the router's IP and MAC addresses should be added to the Windows workstations using
the arp command:

C\> arp -s 10.5.8.254 00-aa-00-62-c6-09
If arp property is set to reply-only on the interface, then router only replies to ARP requests.
Neighbour MAC addresses will be resolved using /ip arp statically.

Example

[adm n@JI kroTi k] ip arp> add address=10.10.10.10 i nterface=ether2 nac-address=06 \
... 121:00:56:00:12
[adm n@/l kroTik] ip arp> print

Flags: X - disabled, |I - invalid, H- DHCP, D - dynamc
# ADDRESS MAC- ADDRESS | NTERFACE
0D2222 00: 30: 4F: 1B: B3: D9 et her2
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1 D 10.5.7.242 00: AO: 24: 9D: 52: A4 et herl
2 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her2

[admi n@ kroTi k] ip arp>

If static arp entries are used for network security on an interface, you should set arp to 'reply-only'
on that interface. Do it under the relevant /inter face menu:

[admi n@ kroTik] ip arp> /interface ethernet set ether2 arp=reply-only
[admi n@M kroTik] ip arp> print

Flags: X - disabled, | - invalid, H- DHCP, D - dynanmic
# ADDRESS MAC- ADDRESS | NTERFACE
0 D 10.5.7.242 00: AO: 24: 9D: 52: A4 etherl
1 10. 10. 10. 10 06: 21: 00: 56: 00: 12 et her2

[admi n@M kroTi k] ip arp>

Proxy-ARP feature

Description

A router with properly configured proxy ARP feature acts like a transparent ARP proxy between
directly connected networks. Consider the following network diagram:
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Suppose the host A needs to communicate to host C. To do this, it needs to know host's C MAC
address. As shown on the diagram above, host A has /24 network mask. That makes host A to
believe that it is directly connected to the whole 192.168.0.0/24 network. When a computer needs to

communicate to another one on a directly connected network, it sends a broadcast ARP request.
Therefore host A sends a broadcast ARP request for the host C MAC address.

Broadcast ARP reguests are sent to the broadcast MAC address FF.FF.FF.FF.FF.FF. Since the ARP
request is a broadcast, it will reach all hostsin the network A, including the router R1, but it will not
reach host C, because routers do not forward broadcasts by default. A router with enabled proxy
ARP knows that the host C is on another subnet and will reply with its own MAC adress. The router
with enabled proxy ARP aways answer with its own MAC address if it has a route to the
destination.
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This behaviour can be usefull, for example, if you want to assign dia-in (ppp, pppoe, pptp) clients
| P addresses from the same address space as used on the connected LAN.

Example

Consider the following configuration:

Internet
Satewa

Sarver 10.0.0.
10002
interface eth-l AN
E{[E eEtl*nDe’I[j Eﬂ&N MikroTik address 10.0.0.2TF74
o Router
dynamic interfaces
il pppoe-inX
Resenied for diakin glents f . addresses 10.0.0.217/32
.r“lf KH
i P
. Laptnf
Warkstation 10.0.0.231
10.0.0.230

The MikroTik Router setup is asfollows:

adm n@M kroTik] ip arp> /interface ethernet print
Flags: X - disabled, R - running

# NAME MIU  MAC- ADDRESS ARP
0 R eth-LAN 1500 00:50:08:00: 00: F5 proxy-arp
[admi n@ kroTik] ip arp> /interface print
Fl ags: X - disabled, D - dynamic, R - running
# NAVE TYPE Mru
0 et h- LAN et her 1500
1 prisml prism 1500
2 D pppoe-in25 pppoe-in
3 D pppoe-in26 pppoe-in
[admi n@ kroTik] ip arp> /ip address print
Flags: X - disabled, | - invalid, D- dynanic
#  ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.217/24 10.0.0.0 10. 0. 0. 255 et h- LAN
1 D 10.0.0.217/32 10. 0. 0. 230 0.0.0.0 pppoe-i n25
2 D 10.0.0.217/ 32 10. 0. 0. 231 0.0.0.0 pppoe-i n26
[admi n@ kroTik] ip arp> /ip route print
Flags: X - disabled, | - invalid, D - dynamc, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - bgp
# DST- ADDRESS G GATEVWAY DI STANCE | NTERFACE
0 S0.0.0.0/0 r 10.0.0.1 1 et h- LAN
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1 DC 10.0.0.0/ 24 r 0.0.0.0 0 et h- LAN

2 DC 10.0.0. 230/ 32 r 0.0.0.0 0 pppoe-i n25

3 DC 10.0.0.231/32 r 0.0.0.0 0 pppoe-i n26
[adm n@M kroTi k] ip arp>

Unnumbered Interfaces

Description

Unnumbered interfaces can be used on serial point-to-point links, e.g., MOXA or Cyclades
interfaces. A private address should be put on the interface with the network being the same as the
address on the router on the other side of the p2p link (there may be no IP on that interface, but
thereisan ip for that router).

Example

[adm n@M kroTi k] ip address> add address=10.0.0. 214/ 32 network=192.168.0.1 \
\... interface=pppsync
[adm n@M kroTi k] 1 p address> print

Flags: X - disabled, | - invalid, D - dynanmic
# ADDRESS NETWORK BROADCAST | NTERFACE
0 10.0.0.214/32 192.168.0.1 192.168.0.1 pppsync

[adm n@M kroTi k] ip address>
[adm n@M kroTi k] ip address> .. route print detail
Fl ags: X - disabled, I - invalid, D- dynamic, J - rejected,
C - connect, S - static, R- rip, O- ospf, B - bgp
0 S dst-address=0.0.0.0/0 preferred-source=0.0.0.0 gateway=192.168.0.1
gat eway- st at e=r eachabl e di stance=1 i nterface=pppsync

1 DC dst-address=192.168. 0.1/ 32 preferred-source=10.0.0. 214
gat eway=0. 0. 0. 0 gat eway- st at e=r eachabl e di stance=0 i nterface=pppsync

[adm n@M kroTi k] ip address>
As you can see, a dynamic connected route has been automatically added to the routes list. If you

want the default gateway be the other router of the p2p link, just add a static route for it. It is shown
as 0 in the example above.

Troubleshooting

Description

* Router showsthat the P addressisinvalid
Check whether the interface exists to which the IP address is assigned. Or maybe it is disabled.
It is also possible that the system has crashed - reboot the router.

* Router showsthat the ARP entry isinvalid
Check whether the interface exists to which the ARP entry is assigned. Or maybe it is disabled.
Check also for an IP address for the particular interface.
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MikroTik RouterOS implements OSPF Version 2 (RFC 2328). The OSPF protocol is the link-state
protocol that takes care of the routes in the dynamic network structure that can employ different
paths to its subnetworks. It always chooses shortest path to the subnetwork first.

Specifications

Packages required: routing
License required: level3

Home menu level: /routing ospf
Standards and Technologies: OSPF
Hardware usage: Not significant

Related Documents
. Software Package Management

. | P Addresses and ARP
. Routes, Equal Cost Multipath Routing, Policy Routing

. Log Management

Description

Open Shortest Path First protocol is alink-state routing protocol. It's uses a link-state algorithm to
build and calculate the shortest path to al known destinations. The shortest path is calculated using
the Dijkstra algorithm. OSPF distributes routing information between the routers belonging to a
single autonomous system (AS). An ASis agroup of routers exchanging routing information via a
common routing protocol.

In order to deploy the OSPF all routers it will be running on should be configured in a coordinated
manner (note that it also means that the routers should have the same MTU for al the networks
advertized by OSPF protocol).

The OSPF protocol is started after you will add a record to the OSPF network list. The routes
learned by the OSPF protocol are installed in the routes table list with the distance of 110.

General Setup
Home menu level: /routing ospf

Description

In this section you will learn how to configure basic OSPF settings.

Property Description

distribute-default ( never | if-installed-as-type-1 | if-installed-as-type-2 | always-as-type-1 |
always-as-type-2 ; default: never ) - specifies how to distribute default route. Should be used for
ABR (AreaBorder router) or ASBR (Autonomous System boundary router) settings

* never - do not send own default route to other routers

Page 108 of 695
Copyright 1999-2007, MikroTik. All rights reserved. Mikrotik, RouterOS and RouterBOARD are trademarks of Mikrotikls SIA.
Other trademarks and registred trademarks mentioned herein are properties of their respective owners.



« if-installed-as-type-1 - send the default route with type 1 metric only if it has been installed (a
static default route, or route added by DHCP, PPP, etc.)

« if-installed-as-type-2 - send the default route with type 2 metric only if it has been installed (a
static default route, or route added by DHCP, PPP, etc.)

» always-as-type-1 - aways send the default route with type 1 metric
» always-as-type-2 - aways send the default route with type 2 metric

metric-bgp (integer ; default: 20 ) - specifies the cost of the routes learned from BGP protocol

metric-connected ( integer ; default: 20 ) - specifies the cost of the routes to directly connected
networks

metric-default ( integer ; default: 1) - specifiesthe cost of the default route
metric-rip ( integer ; default: 20 ) - specifiesthe cost of the routes |earned from RIP protocol
metric-static ( integer ; default: 20 ) - specifies the cost of the static routes

redistribute-bgp ( as-type-1 | as-type-2 | no ; default: no ) - with this setting enabled the router will
redistribute the information about all routes learned by the BGP protocol

redistribute-connected ( as-type-1 | as-type-2 | no ; default: no ) - if set, the router will redistribute
the information about all connected routes, i.e., routes to directly reachable networks

redistribute-rip ( astype-1 | astype-2 | no ; default: no ) - with this setting enabled the router will
redistribute the information about al routes learned by the RIP protocol

redistribute-static ( as-type-1 | as-type-2 | no ; default: no ) - if set, the router will redistribute the
information about all static routes added to its routing database, i.e., routes that have been created
using the /ip route add command

router-id ( 1P address ; default: 0.0.0.0 ) - OSPF Router ID. If not specified, OSPF uses the largest
| P address configured on the interfaces asits router 1D

Notes

Within one area, only the router that is connected to another area (i.e. Area border router) or to
another AS (i.e. Autonomous System boundary router) should have the propagation of the default
route enabled.

OSPF protocol will try to use the shortest path (path with the smallest total cost) if available.

OSPF protocol supports two types of metrics:

* typel - external metrics are expressed in the same units as OSPF interface cost. In other words
the router expects the cost of alink to a network which is external to ASto be the same order of
magnitude as the cost of the internal links.

* type2 - external metrics are an order of magnitude larger; any type2 metric is considered
greater than the cost of any path internal to the AS. Use of type2 external metric assumes that
routing between AS is the major cost of routing a packet, and climinates the need conversion of
external coststo internal link state metrics.

Both Type 1 and Type 2 external metrics can be used in the AS at the same time. In that event,
Type 1 external metrics always take precedence.

In/ip route you can see routes with 1o status. Because router receives routers from itself.

The metric cost can be calculated from line speed by using the formula 10e+8/line speed. The table
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contains some examples:

network type cost
ethernet 10
T1 64
64kb/s 1562
Example

To enable the OSPF protocol redisrtibute routes to the connected networks as typel metrics with
the cost of 1, you need do the following:

[adm n@M kroTi k] routing ospf> set redistribute-connected=as-type-1\
\... metric-connected=1
[adm n@M kroTi k] routing ospf> pr| nt
router-id: 0.0.0.0
distribute-defaul t: never
redi stribute-connected: as-type-1
redistribute-static: no
redistribute-rip: no
redi stri bute-bgp: no
netric-default: 1
netric-connected: 1
metric-static: 20
metric-rip: 20
nmetric-bgp: 20
[adm n@M kroTi k] routing ospf>

Areas
Home menu level: /routing ospf area

Description

OSPF alows collections of routers to be grouped together. Such group is called an area. Each area
runs a separate copy of the basic link-state routing algorithm. This means that each area has its own
link-state database and corresponding graph

The structure of an area is invisible from the outside of the area. This isolation of knowledge
enables the protocol to effect a marked reduction in routing traffic as compared to treating the entire
Autonomous System as a single link-state domain

60-80 routers have to be the maximum in one area

Property Description

area-id ( IP address ; default: 0.0.0.0 ) - OSPF area identifier. Default area-id=0.0.0.0 is the
backbone area. The OSPF backbone always contains all area border routers. The backbone is
responsible for distributing routing information between non-backbone areas. The backbone must
be contiguous. However, areas do not need to be physical connected to backbone. It can be done
with virtual link. The name and area-id for this area can not be changed

authetication ( none | simple | md5 ; default: none ) - specifies authentication method for OSPF
protocol messages
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* none - do not use authentication

» simple - plain text authentication

» md5 - keyed Message Digest 5 authentication
default-cost ( integer ; default: 1) - specifies the default cost used for stub areas. Applicable only
to area boundary routers
name ( name; default: "" ) - OSPF area's name

stub ( yes| no; default: no ) - astub areais an area which is out from part with no routers or areas
beyond it. A stub areais configured to avoid AS External Link Advertisements being flooded into
the Stub area. One of the reason to configure a Stub area is that the size of the link state database is
reduced along with the routing table and less CPU cycles are used to process. Any router which is
trying access to a network outside the area sends the packets to the default route

Example

To define additional OSPF area named local 10 with ar ea-id=0.0.10.5, do the following:

[admi n@N Fi] routing ospf area> add area-id=0.0.10.5 nane=l ocal _10
[adm n@N Fi] routing ospf area> print

Flags: X - disabled, | - invalid
# NANVE AREA- |1 D STUB DEFAULT- COST AUTHENTI CATI ON
0 backbone 0.0.0.0 none
1 l ocal 10 0.0.10.5 no 1 none

[admi n@V Fi] routing ospf area>

Networks
Home menu level: /routing ospf network

Description

There can be Point-to-Point networks or Multi-Access networks. Multi-Access network can be a
broadcast network (a single message can be sent to all routers)

To start the OSPF protocol, you have to define the networks on which it will run and the areaID for
each of those networks

Property Description

area ( name ; default: backbone) - the OSPF areato be associated with the specified address range
network ( IP address/mask ; default: 20 ) - the network associated with the area. The network
argument alows defining one or multiple interfaces to be associated with a specific OSPF area.
Only directly connected networks of the router may be specified

Notes

You should set the network address exactly the same as the remote point IP address for
point-to-point links. The right netmask in this case is/32.

Example
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To enable the OSPF protocol on the 10.10.1.0/24 network, and include it into the backbone area, do
the following:
[adm n@M kroTi k] routing ospf network> add area=backbone network=10.10. 1. 0/ 24
[adm n@M kroTi k] routing ospf network> print
Fl ags: X - disabl ed
# NETWORK AREA

0 10.10. 1.0/ 24 backbone
[adm n@M kroTi k] routing ospf>

Interfaces
Home menu level: /routing ospf interface

Description

This facility provides tools for additional in-depth configuration of OSPF interface specific
parameters. Y ou do not have to configure interfaces in order to run OSPF

Property Description

authentication-key ( text ; default: "" ) - authentication key have to be used by neighboring
routers that are using OSPF's simple password authentication

cost (integer : 1..65535 ; default: 1) - interface cost expressed as link state metric

dead-interval ( time ; default: 40s ) - specifies the interval after which a neighbor is declared as
dead. The interval is advertised in the router's hello packets. This value must be the same for all
routers and access servers on a specific network

hello-interval ( time ; default: 10s) - the interval between hello packets that the router sends on the
interface. The smaller the hello-interval, the faster topological changes will be detected, but more
routing traffic will ensue. This value must be the same on each end of the adjancency otherwise the
adjacency will not form

inter face ( name ; default: all ) - interface on which OSPF will run
« all - isused for the interfaces not having any specific settings

priority ( integer : 0 ..255 ; default: 1) - router's priority. It helps to determine the designated
router for the network. When two routers attached to a network both attempt to become the
designated router, the one with the higher router's priority takes precedence

retransmit-interval ( time ; default: 5s ) - time between retransmitting lost link state
advertisements. When a router sends a link state advertisement (LSA) to its neighbor, it keeps the
LSA until it receives back the acknowledgment. If it receives no acknowledgment in time, it will
retransmit the LSA. The following settings are recommended: for Broadcast network are 5 seconds
and for Point-to-Point network are 10 seconds

transmit-delay ( time ; default: 1s) - link state transmit delay is the estimated time it takes to
transmit alink state update packet on the interface

Example

To add an entry that specifies that ether 2 interface should send Hello packets every 5 seconds, do
the following:
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[adm n@ kroTi k] routing ospf> interface add interface=ether2 hello-interval =5s
[adm n@M kroTi k] routing ospf> interface print
0 interface=ether2 co